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Executive summary
The overall goal of the REMPLI project is to design and implement a communication infrastructure for
distributed data acquisition and remote control operations using the power grid as the communication
medium. The primary target application is remote meter reading and SCADA (supervisory control and
data acquisition) with high time resolution, where the meters can be energy, heat, gas, or water meters.
Based on the availability of fine-grained energy consumption data at the end user’s site, this benefit applies
to both utilities and customers, since they gain more detailed information about how energy is consumed.
The utility companies will benefit from the REMPLI system by knowing how energy is consumed by the
end-users. In addition, they will have more information about the status of the power grid and they will be
equipped with means to remotely terminate supply of energy, if this is required (e.g. in pre-paid systems).
Based on the availability of fine-grained energy consumption data at the end user’s site, the energy flow can
be better controlled and leakage and theft can be detected more efficiently. Finally, energy billing and
energy management are high-level services that can be built on top of the REMPLI system.
For customers the benefits are (new) services such as real-time pricing and other tariff models, better
information about their actual consumption and add-on services such as home automation and surveillance.
Power-lines as communication media offer the advantages that the utilities can use their own network, with
complete coverage, for all kind of data exchange. There is no additional investment in cabling and no
dependency in strategic partners like telecommunications service providers.
This document describes the communication architecture, as well as the components and services that are
provided by the REMPLI system based on an analysis of actual user requirements.
First it takes a look at the environment the REMPLI project is embedded in and gives an overview of
business opportunities.
It then describes the key elements - a hierarchical powerline communication system covering the mid- and
low-voltage levels and an IP-based backbone to connect to the supplier’s central server systems, application
drivers that define the interface to existing hard and software such as meters or SCADA, security and clock
synchronization.
To avoid EMC problems as well as interference with short wave radio and covering large distances,
frequencies below 500 kHz (narrowband) are selected for powerline communication. The development
reached a transmission speed and communication reliability, which had not yet been known in this frequency
range. Within REMPLI a new class of powerline communication systems over low and medium voltage lines
was defined, implemented and tested. 100% of the installed meter devices have been reached and continually
read.
Concluding the real application of the REMPLI system within the field tests in Bulgaria and Portugal is
reviewed and results presented. The field tests give a proof of concept that the intended metering and
SCADA functionalities can be efficiently fulfilled by using powerline communication, which offer the
advantage that the distribution grid can also be used as communication network with full coverage.
Overall, REMPLI has set a base for the efficient use of power-line communication in the future

© The REMPLI consortium
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1 New services for European energy management
problems
It is undisputed that energy is a valuable commodity. Recent incidents such as energy supply shortages due
to long-lasting heat periods in summer or large-scale blackouts (e.g. New York area 08/03, Italy 09/03,
Sweden 09/03) due to overloads in the distribution grid clearly show how dependent modern society is on a
reliable energy supply. The term energy is not restricted to electricity, but also comprises heat, gas, and to a
certain extent also water – in short, all resources needed to maintain everyday life that are usually supplied
through public distribution networks.
The current boundary conditions of the energy market are the following:
•

Increasing demand for energy, especially electricity, due to the increasing “electrification” of life and
despite the energy-saving progress of technology.

•

Increasing costs for primary energy, especially fossil sources, as well as for the maintenance of
energy supply equipment.

•

A strong tendency towards liberalization, which increases the economical pressure on the energy
suppliers.

•

A need to minimize energy loss/leakage (intentional/non-intentional) and increase distribution
efficiency including a maximization of network availability.

The natural consequence of these boundary conditions is that the efficiency of energy production and
distribution must be improved to benefit from costs savings. Only this will ensure survival in an increasingly
competitive market environment. Apart from technological advances, one key to an increased efficiency is
information about the status of the distribution network and the resources in a reasonably fine time
resolution. In turn, this requires a suitable communication infrastructure to gather all relevant pieces of
information.
The objective of the REMPLI project is the definition and implementation of such a communication
infrastructure for data acquisition and control operations, which is suitable for distributed/remote monitoring
and metering, but also open to support new not yet planned tasks. This network must be aligned with the
needs of energy distribution networks and connect all devices and installations from the supplier down to the
customer. Compatibility with contemporary installations is one of the most important goals to ensure
applicability of the solutions devised within the project.

1.1 New market opportunities
This subsection describes possible new market opportunities for a large-scale communication infrastructure
as implemented by REMPLI.
Advanced Grid Management
Intelligent and interactive monitoring of energy production, distribution, trading and use, that is intelligent
metering, network management, in-house consumption management is a strategic objective of the European
community. REMPLI can support business cases in this area. Especially for smart grid with Demand Side
Management (DSM) and Distributed Energy Resources (DER) advanced monitoring, control and
management functions are required that themselves require reliable communication with full coverage of the
network. To support such services also in deregulated markets the REMPLI system foresees mechanisms to
allow different suppliers to use the network in such a way that independency and confidentiality between

© The REMPLI consortium
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them are guaranteed. Yet, applications can go much ahead such as inclusion of SCADA control beyond the
pure distribution grid management. Public lighting control is such a case.
Real time pricing and efficient use of energy
Today most consumers only pay time-independent contracts. For some industrial consumers, contracts with
pricing for dedicated periods exist. Usually this is only implemented for large industries, which get their
energy direct from the wholesale market.
To implement ‘real time pricing’ also for smaller industries and households a reasonable communication is
required. Business cases are new contracts models that, e.g., allow reducing peak loads or more efficient use
existing sources. Environmentally thought, such models allow the consumer to control their consumption in
order to use sustainable energy sources. Yet, there are many consumers which may vary their consumption
within short time, i.e., hours or even minutes without reducing the quality of their functionality. These are,
for example, air conditioning or heating systems, refrigerators, hot water generator systems, and often even
heat or power stations. Leveling out load peaks by proper coordination of larger groups of consumers will
likewise lead to a more efficient use of energy. The key ingredient for the implementation of such a demand
side management like for most other concepts is a reliable and secure communication system with
appropriate soft real-time qualities.
Add-on Services and home automation
In service-oriented business cases, just supplying energy is not enough, rather additional information such as
online cost control or individual energy consumption monitoring is demanded. Additionally, features such as
remote control of home appliances can offer an additional benefit to the costumer at minimal overheads since
the communication infrastructure already exists. In the area of home automation such services could be
burglar alarms, heating and air conditioning control.
Alternative energies
The growing use of alternative energies like solar and wind power requires new concepts for energy
management. Customers usually consume power without any regulation. Conventional power plants
therefore control their production based on anticipated and actual user consumption. For solar and wind
power generators, the situation is different. They can produce energy only depending on the availability of
natural resources. If their production is small compared to the overall power generation in the grid, the
overall regulation can still be done with the conventional power plants; however, this reduces efficiency and
increases costs. As an example, Germany with more than 16 GW of installed wind power generators has
reached a dimension where regulation by means of conventional power plants is no longer sufficient. The
European Community and the German government want to double the rate of alternative energy sources until
2010. An economically feasible real-time communication system would allow implementing advanced
control algorithms and support of distributed energy generation and storage.
Virtual power plant and network stability
‘Virtual power plant’ is a concept for active inclusion of all power generation facilities in the power market
and the markets for direct system services via a central control mechanism. Correspondingly, measurement,
information, and communication techniques have to be available. If there are not enough conventional power
plants on the net, this concept can contribute significantly to the system stability and to the peak load cover.

1.2 Goals and user requirements
The goals of REMPLI base on a survey performed at the beginning of the project and the market experience
of the project partners. Since the goals of the project have been adjusted to meet the actual requirements of
user goals and user requirements are identical.

© The REMPLI consortium
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1.2.1 Short-term goals
The primary objectives of the project and the envisaged communication infrastructure relate to the actual
operation of energy distribution networks and allow transformation into smart grids. In particular, they
concern the following focal areas:
Registration of energy consumption
The idea is to gather data from energy meters both at the end points of the distribution network (i.e., at the
customer’s premises) and various branching points of the supply chain. These data will yield consumption
statistics and can be used to forecast or plan future energy consumption. An additional benefit is the
possibility for automatic billing. Research done at ADENE1 showed that the exact knowledge of
consumption patterns is fundamental for effective planning of electric distribution networks. Especially in
the residential sector these data are missing in opposite to the industrial sector. Additionally, the
development of services to remotely read and maintain meters would mean large cost savings for companies.
This potential also applies to other utilities like water and gas.
Management of distribution networks
Aside from pure data acquisition the monitored data can be used to implement direct control functions on the
distribution network. Advanced energy management functions can be implemented by using appropriate
remote/distributed control equipment. Load balancing by remotely controlled schedulable loads is one
example for these advanced management functions. A further driver for advanced management functions is
caused by the increasing degree of alternatively generated energy (solar, wind) in the networks.
Energy loss detection
Another important goal of the distributed meter reading is monitoring of the energy flows within the system.
Synchronized measurement of energy throughput in various parts of the network can reveal losses that might
stem from various sources such as short circuits, leakages, but also fraud.
Tariff management
Real-time or near real-time monitoring of energy consumption also permits the development of new tariff
schemes that are both time and load dependent. This gives more flexibility to the energy supplier and can be
used to stimulate changes in the customer’s behavior. Such guiding effects may on the long run result in
smoother load profiles. Moreover, customers may be able to opt for different energy suppliers, dynamically.
Network usage calculations within a liberalized power market
In a liberalized market a user should be able to easily make or modify a contract with a new energy supplier.
The same applies to the distributor. One of the barriers today is a very complicated method of invoicing for
consumed energy in the liberalized market. The application of the REMPLI system for the energy billing can
help to handle invoicing much easier. Due to the possibility of a direct access to each energy meter via
Internet and powerlines, every distributor/supplier can access the data from any point.

1.2.2 Medium- and long-term goals
Once the communication infrastructure has been established, it may be used not only for the mere operation
of the distribution network, but also for additional services. In this respect, the energy suppliers can take the
role of service providers, selling data or data transmission capacities to third parties. While such services
already play a significant role in a short term, they will be increasingly important in the future. The objective
of the REMPLI project is to establish an open and flexible system concept that foresees the inclusion of addon services at a later stage. Such services may include:
•

Metering services that provide data for authorities, industry, marketing and advertisement

1

ADENE – Agência para a ENErgia is a transfer centre for technical information on energy and energy-related areas
and one of the Portuguese project partners.
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•

Provisioning of other input values to SCADA services (e.g., facility management)

•

Advanced energy control functions (fine-grained monitoring and control of load profiles and load
thresholds, peak load limitation, trend analysis)

•

Intelligent billing and fraud protection

•

Provision of communication infrastructure for third party providers

•

Energy and customer consulting

•

Providing the customer with add-on services, i.e. capabilities for monitoring/control the costumers’
premises through the internet. The electric utilities hope to improve their customer relations by
adding some sort of innovative technology to their products and by offering services that provide
more comfort to the customers. In this context remote climate control, assistance services like gas
and water leakage detection, fire detection, but also health and wellness services for elderly or
disabled persons are areas of interest.

1.3 Competing technologies
Today, various communication media and technologies are at hand which could be used for energy
management purposes. They can be grouped into local radio communication (e.g., Bluetooth, WLAN),
public communication systems (e.g., cellular networks or POTS), and power-line communication.

1.3.1 Public communications systems
In the past almost every utility had its own network resources to serve internal communication needs. This
strategy changed due to a significant increase of provider-based communication capacity and services
combined with cost effective usage of those services. Especially the mobile services like GSM, GPRS and
UMTS experienced a renaissance to a certain extent caused by an easy and unproblematic access and the
nearly country wide coverage of the networks. After the privatization along with its extraordinary high
competition installation and operation of utility-owned resources became more expensive than using public
networks. Consequently applications like metering, measurement networks, supervision and control were
shifted to public communication services.
Nevertheless, with the increasing amount of mobile subscribers from all sectors including the private sector
as well as the increasing number of total services also the weak points of these public networks became more
and more visible: Availability, reachability and independency – crucial demands for every utility – were the
focal points for a rethinking of the process to completely rely on public communication systems. Utilities
require having access to their networks even in the case of power loss or catastrophic events that is by far not
guaranteed with public networks. The last big power blackouts in the United States and Europe revealed
those problems more than once.
Nowadays the pendulum is swinging back and utilities again want to become independent with own
communication resources. The decision process took all currently available communication technologies into
consideration.
Table 1 positions the different communication technologies with their strength and weaknesses.

© The REMPLI consortium
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Own Line +

POTS./ISDN/GSM +

GPRS +

TETRA +

Power Line +

Independent

Easy to handle

Easy to handle

Independent

Independent

Permanent connect.

Low modem cost

Low modem cost

High availability

High reachability

Large bandwidth

64Kbit (ISDN)

Permanent connect.

High reachability

Permanent connect.

Up to 2 MBit

9.6 Kbit (GSM)

IP

IP

IP

Cost effective tariffs

Additional services

Own Line -

POTS./ISDN/GSM -

GPRS -

TETRA -

Power Line -

Expensive

Operator dependencies
e.g. SIM, service

Operator
dependencies e.g.
SIM, service

Limited bandwidth

Higher technical
effort

No influence in case of
problems
Reachability
No permanent
connection
Limited bandwidth
with POTS and GSM

No influence in case
of problems
Reachability
No permanent
connection
Additional security
Limited bandwidth

Table 1: Comparison of public communication networks

1.3.2 Wireless communication systems
Today, in general wireless networks at utilities primarily serve the demand to establish voice communication
services and most systems are still analogue radio systems. The substitution of analogue radio by digital ones
is in progress and one major driver for this is the capability to additionally carry data other than voice
channels. This increases the profitability of the entire network. E.g., especially transfer of metering
application data could use and fully load the network during night times where only limited demand for
voice services exists.
It is a fact that the trend in future proof communication is based on digital technologies and IPcommunication. Therefore utilities substitute their analogue systems by digital ones, which can handle voice
as well as data transmission.
TETRA networks are currently installed at a lot of utilities and the users discover more and more the
capability to transmit data for different applications. As TETRA is limited in bandwidth (7,2 Kbit/s per time
slot) TETRA can be assumed to be a substitute for services, that are currently run over GSM/GPRS. Typical
applications at utilities are:
•

Metering (load profile meters, consumption meters in households)

•

Supervision of transformer stations

•

Security related issues

Technologies like WiMax and wireless LAN are in the consideration phase but not yet implemented with the
exception of trials to gain experience. The biggest problem in using broadband wireless services is the
transmission range and reachability. High frequencies are always a problem in urban since consumption
meters are typically installed in the cellar or installation rooms of a building. Hence, nearly every wireless
technology needs external antennas to communicate to the base station. In this domain power line becomes a
real alternative as it is available in every building and every room. Local radio communication can be used
for in-house communication (e.g., sensors, meters) but does not reach the necessary distances on the
distribution network level.
Hence, in the short term transformer stations of a power utility will be a focal area of application since
usually there are no other connections than powerline or wireless services.

© The REMPLI consortium
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1.3.3 Powerline
For communication on the distribution lines PLC systems can be divided into three classes:
1. Narrowband low-data rate systems
2. Narrowband high-data rate systems
3. Broadband systems.
An overview of the used key technologies and capabilities is given in Table 2.

Narrowband
Low Data Rate

Narrowband
High Data Rate

Broadband

Frequency

9 – 148.5 kHz

9 – 500 kHz

1.5 – 50 MHz

Data Rate

< 10 kbps

> 50 kbps

> 10 Mbps

< 1 Mbps
Technology

Applications

FSK, BPSK, FFH,
dual FSK
no or low FEC

MCM / OFDM
diff. coding,
strong FEC

MCM / OFDM
Bit loading

AMR, EIB, PLAN

AGLAS,

Last mile Telecom
IP, VoIP, AV, HDTV

Energy Manag.
Companies

Busch Jaeger, Echelon,
Görlitz, AMI Solution,

FEC

, REMPLI

Landis & Gyr

Homeplug, DS2,
Current, Amperion,
Spidcom, Mainnet,
Panasonic

Table 2: General overview of PLC systems and their properties

In the following sections these three system classes are discussed separately with respect to possible
applications in the area of energy management and other utility services
Narrowband systems with low data-rate
Classical narrowband systems are based on a physical layer with data rates of less than 20 kbps (typically 2.4
kbps) and use neither channel coding nor channel equalization. They use mostly standard fieldbus protocols
and hardly any dynamic routing or redundant communication paths. The European Installation Bus
PowerNet is often used for in-house automation. A lot of automatic meter reading systems are based on
either LonWorks (US) or Power-Line Area Network (PLAN, France). However, several research projects
used this type of technologies and showed that for real-time applications with a lot of participants, as
envisaged by the targeted REMPLI system, these systems are not sufficient.
Narrowband systems with high data rate
The high data rate narrowband PLC systems combine the advantage of narrowband systems with latest
technology. Like with broadband PLC they are all using multi-carrier modulation (MCM) like OFDM or
DMT with strong forward error correction. These systems use either the frequency bands specified in EN
50065 (CENELEC) between 9 – 148,5 kHz or frequency bands below 500 kHz. Due to the lower radiation
and higher tolerance values for these lower frequencies the electromagnetic compatibility (EMC) is no
problem. Moreover, due to the different frequencies and the large distance between the frequency bands a
coexistence of narrowband PLC and broadband PLC on the same powerline is possible without any influence
on both sides. The telecommunication and Internet activities of the utilities over power line remain
untouched.

© The REMPLI consortium
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USA

FFC part 15 B

Japan
IEC 61000-3-8

Asia

IEC 60495:1993

on HV-Lines

CENELEC EN50065
A

B

C D

not measured

0

100

200

not regulated

Europe

EN55011 / CE Certification

Conducted
Emission

300

400

500

Frequency in kHz

Figure 1: International frequency bands for high-data-rate narrowband PLC systems

The frequency range between 10 – 500 kHz is regulated and intensively used in USA, Japan and Asia. Also
in Europe this frequency range is used for powerline communication on high voltage lines for remote control
purposes. On MV- and LV-lines the utilization is only regulated below 148.5 kHz in the CENELEC bands
A,B,C,D. For these low frequencies the conducted emission is more critical than the radiated emission of any
connected component. This conducted emission is regulated in EN 55011 and has to be measured for the CE
certification of any product. But this measurement only starts at frequencies higher than 150 kHz. Therefore,
any component connected to the powerline may produce an unlimited conducted emission within the
frequency bands which are only regulated for PLC. Measurements on MV-lines in the Netherlands have
shown such high emission of wind power plants, where frequencies below 150 kHz were heavily disturbed
and communication was only possible to a very limited extent. However, for frequencies above 150 kHz a
sufficient signal-to-noise ratio was available.
With these characteristics, the system decision for developing a communication system with a large
flexibility, which can either use CENELEC band A or B or BCD as well as several frequency bands between
150-500 kHz is still a good choice for the targeted energy management applications of REMPLI and a
prerequisite for reliable communication under all circumstances on MV- and LV-lines. Yet, an extension of
CENELEC EN50065 to frequencies between 148.5 – 500 kHz would be very helpful for the future.
Broadband PLC
Broadband PLC (BPL) was developed for telecommunication services like Internet access and Voice-over-IP
with data rates greater than 10 Mbps and up to nominal 200 Mbps for in-house and access services. A strong
driver for in-house applications is now high definition television. Currently, three systems are important: the
HD-PLC system of Panasonic, the Homeplug AV system and DS2, selected and supported by OPERA. The
IEEE standardization group P1901 looks for a common Broadband PLC standard and Mitsubishi added a 4th
proposal for standardization.
Today, these three systems cannot interact, interoperate or even coexist on the same powerline. All systems
use multi-carrier modulation (MCM), but in very different forms. The HD-PLC system of Panasonic is based
on Wavelet MCM, Homeplug AV on ‘windowed OFDM’ and DS2 on classical OFDM. Due to the better
spectral forming of the others and the requirements of FCC it can be expected, that the DS2 chosen by
OPERA will be excluded from the American market due to FCC regulations. Also in Europe, there is no
clear regulation for the EMC problems caused by this technology. The German recommendation of NB 30 is
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not fulfilled by any technology and in Linz, Austria, an installed BPL system may be shut down due to
disturbances.
For achieving a maximum throughput all three systems work with a large block size and use adaptive bit
loading on the carriers. A very careful channel estimation, sometimes even with line frequency synchronized
noise prediction (Homeplug AV), allows a fine adaptation to the channel behavior and maximum throughput
in a point-to-point connection. If the channel is abruptly changed due to a varying load or even a
modification of topology, extensive resynchronization and channel estimation is necessary before a stable
communication is available again. During this time no real-time requirements can be fulfilled.
The communication structure is also very ineffective for the transport of metering data and automation
commands to a lot of communication nodes. The QoS mechanisms are optimized for data streams like VoIP
or HDTV and not for single (small sized) commands of a SCADA system. A parallel use of both services
with the high requirements of each is not possible. The use of several BPL systems on the same powerline is
also not possible. An exclusive use of Broadband PLC for utility applications therefore blocks the
telecommunication market over powerline and an important competitor on the last mile of
telecommunication services is lost. For enabling and enforcing this competition on the last mile, the EU has
invested a lot of work and money during the last years.
The higher frequency bands of broadband PLC reduce the possible coverage and reliability of
communication. The business cases for Broadband PLC calculate to connect 10% of households. Therefore,
much more repeaters compared to a narrowband technology are required to get a complete coverage. This
limits redundancy concepts and increases the costs.
Finally, it can be concluded that broadband PLC is not an appropriate choice for energy management tasks
and the other targeted applications of the REMPLI system.

1.4 The REMPLI approach
Ongoing changes in the energy market/sector and the coinciding and anticipated extension of requirements
imposed on related systems and services, which were listed in the previous sections, defined the outcome of
the REMPLI project - a real-time communication infrastructure that serves as a basis for business cases in
energy management
Hence, the driving force behind the design of REMPLI is not to find an application area for powerline
communication, but rather to devise a communication infrastructure tailored to the needs of energy
management applications. Only this approach guarantees to reach all the short-term goals and long-terms
goals.
Looking at the different network types of public communication lines the issues of availability, reachability,
independency and costs are risky issues: wired communication can be designed to fulfill all requirements,
but the installation costs of new cables or rental costs of existing infrastructures do not allow an intensive
use. Cellular networks are generally not designed for the type of communication needed for energy
management and have problems to guarantee the required reliability, and costs for high number of nodes are
usually also economically not feasible.
For wireless technologies the short transmission range together with the fact that utility equipment is
installed in (wirelessly) hard to reach places (e.g. cellars) are hindrances for broad scale application. At the
moment this technology is only in a trial phase for utilities. Exception might be TETRA that scores in the
combination of voice and narrowband data services.
Concerning the powerline narrowband high-data-rate systems are favorable for applications that require to
cover large areas and high number of nodes. Other systems are not feasible for soft real-time applications
with a lot of participants in these systems. These systems do not compete with broadband PLC for Internet
and video transmission as well as very simple local control PLC.
Narrowband high-data-rate power-line communication is a very natural possibility to overcome these
problems, and several studies show the economical advantage of this technology. Since power grid
represents the natural link between the entities to be connected, REMPLI chose this technology to connect
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the servers of utility companies with field level equipment at the customers’ premises. Robust physical layer
based on OFDM and differential coding in a single frequency network technology is used as solid base for
REMPLI communication technology. Additionally, new technologies for synchronization, ad-hoc
networking and redundancies in communication had to be developed to meet the requirements of the
application.
REMPLI is more than a last mile since it allows coverage of complete networks including communication on
medium- and low-voltage segments with the possibility to link equipment at every position in the network.
Yet, REMPLI can co-exist with a variety of other PLC systems, in particular existing AMR system and
broadband PLC such as OPERA.
From the application side within REMPLI metering, SCADA and home control applications have been used
to give a proof of concept that showed the feasibility to reach industry goals but also European policies such
as rational and efficient end use of energy, advanced control of transmission and distribution of energy, or
load shaping. The field tests include SCADA control of substations, automatic meter reading of various
domestic scenarios and a small demonstrator for add-on services in the area of home automation.
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2 System concept
The REMPLI (Remote Energy Management via Power Lines and Internet) project implements a power line
communication infrastructure to connect the servers of a utility company with field level equipment at the
customers’ premises. In accordance with the overall project goals, the primary usage of this infrastructure is
remote meter reading and remote control. Besides that, the communication platform is open to various kinds
of add-on services. Schematic architecture of the communication network is illustrated in Figure 2
Internet
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Figure 2: System Overview

As shown in Figure 2, the REMPLI communication infrastructure consists of
•

low-voltage segments (blue lines), which cover groups of energy consumers (for example, a segment can
span across one staircase of apartments within a living block, or cover a single production branch);

•

medium-voltage segments (red lines) between the primary and secondary transformer stations;

•

TCP/IP or IEC 60870 based segments (thick purple lines) between the primary transformer stations and
the Application server(s);

•

TCP/IP communication (green lines) between the Application Servers and their clients. The interfaces
provided by the Application Servers could be available only within the Private Network or also by
Internet clients (e.g., SCADA server/client communication).

All Nodes within a REMPLI installation are connected to a cascaded powerline network. The powerline
network consists of one or multiple Low-Voltage and one Mid-Voltage segment. Communication at both
levels is Master/Slave-based. Low- and Mid-Voltage segments are coupled by the REMPLI Bridge which is
installed at the secondary transformer station, between two parts of the cascade. The link, established by a
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Bridge, is transparent for the information flow: requests are simply forwarded from the upper part of the
cascade into the lower one, responses are passed back.
The bottom-level of the communication infrastructure is comprised of REMPLI Nodes, each coupled with a
PLC interface. A Node is usually installed at the consumer site, e.g., inside an apartment, and has a number
of metering inputs (such as S0, for electrical energy meters). Nodes are also equipped with digital outputs
that allow switching off and on electrical/heat/gas/water supply for a particular consumer, upon commands
from the utility company.
At the top-level of the infrastructure is the REMPLI Private Network (typically TCP/IP-based), where
Application Servers of utility companies are connected to. Every Application Server performs a certain
dedicated function, such as metering, billing or SCADA. All Application Servers access Nodes in the PLC
network via REMPLI Access Point – a device which interconnects TCP/IP and PLC-based segments and,
optionally, implements a number of additional services In the powerline typically, a low voltage segment
usually consists of one or several REMPLI bridges and a high number of REMPLI Nodes. The medium
voltage segment consists of one or several REMPLI Access Points and several REMPLI bridges.
The following subsections will describe the different system components in detail.

2.1 General architecture
The principal architecture of a Node-Access Point communication is illustrated in Figure 3. This structure can
be logically divided into three major subsystems: the Access Point Application, the Node Application and
the Powerline Communication System.
Metering and control devices, located at the bottom, are capable of communicating using a certain protocol,
such as IEC 1107 and M-Bus (for metering) or IEC 870-5-104 (for SCADA)2. Application Servers (not
shown in Figure 3) are connected to the REMPLI Private Network segment. While performing their dedicated
tasks, Application Servers expect to communicate with the underlying metering/control hardware using the
aforementioned protocols, as if the devices have been connected directly.
The REMPLI communication system therefore is based on the idea of tunneling particular metering/SCADA
protocols over the powerline network.
At the Node side physical connection to individual metering and control devices is provided by drivers.
Every driver is dedicated to a particular combination of hardware interface / communication protocol. A
single driver can handle several pieces of homogenous equipment (shown for the case of S0 meter in Figure
3).
If necessary, a driver can also perform certain processing of metering data (for instance, store it in a log
directly at the node; re-calculate raw measurement data into valid physical units; etc.). Often, drivers also
attempt to reduce the amount of data transmitted over communication network (for example, compress
metering data). This, of course, requires support from the driver at the opposite side – the Access Point side.
Also in some cases, due to legal limitations related to certification of the system, drivers are not allowed to
modify application data (or even complete protocol PDUs), transferred over the communication system.
Some data, such as that coming from an S0 interface (pulse input from meters), cannot be transferred over
the PLC directly. It has to be translated into a full-fledged communication protocol, understood by metering
software on the other side of the REMPLI system (e.g., IEC 1107). This is performed by means of a protocol
translator, which is tightly integrated with the driver3.

2

The REMPLI system also includes a transparent driver that can tunnel unrestricted protocols such as TCP/IP
connections. Nevertheless this driver is limited to point-to-point connection and is not highly optimized.

3

Support for S0 metering devices will not be implemented within REMPLI, since the target field-test sites are equipped
only with IEC 870-5-104 SCADA devices, IEC 1107 and M-Bus meters. However, software architecture is such that it
allows for integration of support for S0 meters later on.
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Figure 3: REMPLI communication architecture

At the Access Point side drivers perform a different function: they convert a metering/SCADA protocol,
received from the Node, into its TCP/IP-based equivalent. This can be either simple tunneling or conversion
from one standard into another (for instance, IEC 870-5-101 has to be converted into IEC 870-5-104). All
deviations from standard, implemented at the Node side driver to reduce traffic over the communication
network, are undone here: above the Access Point (just like below the Node), each tunneled protocol is fully
standard-compliant.
The Powerline Communication System is a set of hardware and software components that implement data
transmission over a single-segment (Medium Voltage or Low Voltage) or dual-segment (Medium- and LowVoltage) powerline networks. Internally the Powerline Communication System comprises a number of layers
(transport, network and physical). It handles packet-oriented driver-to-driver communication. Most of this
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communication is carried out using PDUs (Protocol Data Units) of the respective metering/SCADA protocol,
typically in a master/slave way: a request is issued by an Access Point side driver and responded by a Node
side driver. Apart from data communication, the PLC system, used within REMPLI, also offers another
technique: fast status transmission. This allows for fast signaling (sending several bits, always in direction
from Node to the Access Point), and can be optionally used for internal driver-to-driver communication.
The dynamic topology and changing transmission parameters of the power-line require features typical for
ad-hoc networking. The single frequency network technology developed within the project meets these
requirements and allows a broadcast to every node even for the very first transmission without any topology
or routing information. Reliability requirements of the system are met by the capability to manage and
automatically use redundant networks based on a time-division multiple access mechanism. To generate
system-wide consistent time slots for multiple master access, a precise time synchronization (with an
accuracy below 1 ms) is implemented, which can also be used for the time stamping of (application) events.
An also newly designed transport layer provides the QoS mapping and is used for the Bridge / Access Point
routing as well as for the handling of the redundancy inside the network.
Besides Powerline, the Access Point architecture allows for transmitting data over multiple communication
systems (such as ISDN, GSM or plain old telephone system – POTS). However, although REMPLI provides
the capability to replace the PLC communication module, the primary focus of REMPLI is the PLC.

2.2 PLC Physical layer and chip development
2.2.1 Fundamental research and technology development
As already mentioned in section 1, new technologies have been developed for synchronization, ad hoc
networking and redundant communication as an extension to the available physical layer of powerline. In
this context physical layers existing prior to the project have been successfully adapted to the single
frequency network technology.
For the optimization of this new technology and also for comparison of the results with other existing
technologies it was necessary to develop a physical layer emulator for Layer 2+ simulators [20]. This
Physical Layer Emulator has already been used in the meantime by other universities for different projects4It
was possible to show, that the flooding based master-slave protocol stack, which has been developed and
implemented during the REMPLI project and which uses the single frequency network technology as the
basic physical concept, is more efficient than an optimum routing based master slave system [21] Moreover,
it is also easier to handle and reacts much faster to changes in topology or in channel characteristics than
other technologies. This feature is very important for being able to guarantee real-time behavior of the
communication system even during switching operation in the grid, a fundamental requirement for smart grid
operations.

2.2.2 Powerline communication chipset
The development of chipsets for PLC was separated into the design of an analogue chip and a digital chip.
An analogue chip design was necessary here, because an implementation with discrete components would
have been not feasible for integration and only possible for a laboratory set-up. The results of a discrete setup
additionally differ so strongly from the results gained from the integrated design, that a statement about
system behavior derived from the analogue setup would not be reliable.
The analogue ASIC was designed with the complete targeted functionality, and first engineering samples
have been produced and successfully tested in laboratory and in the field trial.

4

Le Phu Do, Halid Hrasnica, Gerd Bumiller. Investigation of MAC Protocols for Single Frequency Network Technique
Applied in Power line Communications. ISPLC 2005, Vancouver 2005
Le Phu Do, Halid Hrasnica, Gerd Bumiller, SALA MAC Protocol for PLC Networks based on Single Frequency
Network Technique, ISPLC2006, Orlando 2006
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Figure 4: Analogue PLC chip DLC 2CA

The high complexity of signal processing required a second – digital – ASIC for implementation. The DLC2C digital ASIC was also designed with the full targeted functional scope, separated functions were
evaluated with a FPGA board and first engineering samples have been produced and successfully tested in
laboratory and in the field trial. Alternatively, this functionality could also be implemented in FPGAs, but
these FPGAs are only announced and the price of more than 500$ per piece make a usage doubtable.

Figure 5: Digital PLC chip DLC-2C

In addition to the required core functions a lot of configuration and programming possibilities are integrated
into the digital chip that allow intensive channel measurements and further provide the flexibility for
efficient implementation of a very wide range of modulation and coding techniques just by software
configuration. Therefore, most of the existing low-speed narrowband systems can be realized with this chip
and allow multi-standard communication. Furthermore, technical improvements and adjustments for
interoperability and compatibility can also be performed by programming. Thus, utilities are now given the
possibility to perform field trials on a large scale with components of industrial production quality offering
integrated channel measurement and communication analysis, and to execute applications for test purpose,
which allows improvements in communication or adaptation to future standards by software download.
Besides, DLC-2C also interfaces to the HyNet32 XS processor, which was developed in an independently
running chip project. It includes 2nd level FEC support, time synchronization compliant to IEEE 1588 and
special support for implementation of time synchronization also over powerline. The HyNet32 XS is used
within REMPLI as a microcontroller. Advantages of the processor are a variety of standard interfaces on
chip that allows easy connection of peripherals and in particular of metering and SCADA devices.

Figure 6: HyNet32 XS processor
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A µCLinux operating system is running on the HyNet32XS and makes up the fundament of the REMPLI
software developments.
The respective IPs added for REMPLI all work very well, but due to an interface problem the performance of
the first version of HyNet32XS was lower than expected. In consequence this created the bottleneck for the
communication speed during the field test in Sofia. Direct measurements on the two powerline chips give
evidence, that these chips can deliver much higher data rates also in the field installation in Sofia. A revised
second version of HyNet32XS is now available. Analyses and tests have shown that the performance
problems are solved as expected by the enhanced processor performance. The expected communication
speed of the REMPLI system is reached with the new processor.

2.2.3 REMPLI hardware
Considering the PLC system of REMPLI the hardware can be divided into three different types of units:
•

REMPLI Access Points

•

REMPLI Bridges

•

REMPLI Nodes

These units are based on several types of components. These components are:
•

network processor module

•

powerline modem module

•

internal amplifier module

•

external amplifier modules for medium-voltage lines

•

coupling units for medium-voltage lines (both capacitive and inductive)

•

interface module

•

power supplies

•

cases

All these components and the three units have been implemented with the full targeted functionality and they
already have been installed and successfully tested in the field trial in Sophia. Furthermore, for the different
development steps other integrated circuit boards had to be developed, where the emulation board should be
especially mentioned.

2.2.4 DSP software
The DLC-2C digital ASIC contains a digital signal processor for modulation and coding. This processor is
also used to support measuring the different parts of the system and the transmission channel. All targeted
modulation and coding tasks have been implemented and tested. All goals of the project have been reached
and even more measurement functionality is implemented than originally planned.

2.2.5 Test and measurement system
The REMPLI test and measurement system uses the measurement support of the DSP-software and consists
of an embedded Linux application on the respective device (Access Point, Bridge or Node) and a Windows
application for control and visualization. The embedded Linux application communicates with the windows
application either over serial line or TCP/IP and performs the measurement tasks with the help of the DSP.
This tool has been intensively used during development and also for the analysis of networks. During the
production process this tool is used to ensure the sensitivity and quality of the communication system. In the
field it is used to measure the channel characterization and during the field trial in Sofia it enabled us to
perform remote measurements, controlled from Germany, and online analysis of sporadic failures by means
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of real channel measurements. This capability is especially important for maintenance activities in a running
system where local measurement is unfeasible.

Figure 7: REMPLI measurement software visualization

Further automation of the channel measurements in this tool now enables utility companies to perform
measurements in the field for channel characterization with their own technicians. This enables an
integration in the normal working processes of utilities, like meter revision measurements, and performing of
mass channel measurements, which will deliver a much more detailed view of the channel than all channel
models based on some snap shot measurements. This tool intuitively teaches the technicians to understand
the dependencies of phenomena on the channel and communication problems. The experiences gathered
from such measurements can be used for all types of narrowband PLC systems.
Concerning the depth of the analyses and the degree of automation a lot more is realized and in use than
originally planned. The test and measurement system can also be used as a stand-alone measurement tool.

2.3 PLC network and Transport layer
In this section the characteristics of the network and transport layer are described which are based on a
flooding-mechanism together with the single frequency network technique. This concept is also compared
with a classic dynamic routing approach, which requires permanent polling of all clients for measuring the
channel characteristics and updating the routing tables and therefore involves a very high overhead for
communication and also complex data processing. Thus, this very simple concept allows effective coverage
of large areas or long distances where repeaters are necessary.
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2.3.1 Protocol design
Analysis of the application protocols for metering, automation, facility management or grid management
shows a point-to-multi-point communication with mainly short packages (20-128 bytes). In automation or
grid management there are mainly master-slave structure, because these applications have a strictly
hierarchical organization. In facility management, now client-server relations can be seen more often. A
centralized client polls the servers (data points) or the servers push the data periodically. Also, in metering
applications, there is a change from master-slave systems (pull-systems) towards client-server relations with
a growing share of push operations. But a common point for all these systems is that almost all traffic flows
between a single point and all other communication points. The throughput at this single point defines the
overall system performance and therefore this point represents a bottleneck for communication.
A strong impact on the possible throughput has the medium access technique. In principle, two classes can
be distinguished. For the first class, only controlled medium access is possible, while the protocol avoids any
collision on the channel. Master-slave oriented bus protocols belong to this class as well as token ring
protocols or TDMA protocols with fixed timeslots per participant. The second class are competitive or
random medium access techniques like Aloha, slotted Aloha, CSMA, CSMA/CD, CSMA/CA. From an
organizational point of view this approach provides more flexibility. Due to the hidden node problem5 on
power line no reliable carrier sensing is possible. For handling this problem arising with the use of CSMA
techniques collision avoidance protocols were developed, e.g., HOMEPLUG 1.06, which add too much
overhead for small packet sizes, yet. For random access with small packet sizes only slotted Aloha can be
used on power line. The theoretical throughput of slotted Aloha is 36.8 %. It should be noted that Aloha's
characteristics still do not differ very much from those experienced by Wi-Fi today, and similar contentionbased systems that have no carrier sense capability. These systems have an inherent inefficiency to a certain
extent. For instance, IEEE 802.11b sees a real throughput of about 2-4 Mbit/s with a few stations talking,
versus its theoretical maximum of 11 Mbit/s.
For increasing this throughput in powerline TDMA is used there with reserved slots for certain users, which
is a mix of the two classes of channel access techniques. It can efficiently be realized for large packages or
data streams like audio or video [e.g. Homeplug AV]. For a lot of small packages, however, this method
cannot be used efficiently.
The concentration of the data flows on a single point allows a central organization of channel access at this
point which automatically becomes the system master. All other stations only transmit with the allowance of
the master and therefore are the slaves in the system, whereby it belongs to the first class of medium access.
This type of system is free of collisions and makes a throughput of 100 % possible for the master. For the
downlink (master to slave) this solution is optimum. For the uplink, on the other hand, the master has to
know that a slave wants to communicate. If this knowledge is available at the master the uplink can also be
organized very efficiently.
There are different methods for informing the master about a communication request of a slave. The classical
method consists in polling of all slaves one after another. For ensuring a certain polling rate, which defines
the reaction time to a communication request from a slave to the master, a minimum portion of the channel
capacity has to be reserved for this mechanism. But even with a reservation of 10% or 20 % of the channel
capacity the polling cycle in a network with hundreds of slaves can be in the range minutes. A faster
information service for communication requests in separate time slots based on slotted Aloha and SFN
technology has also been investigated, but is not considered in this work. But even if 10%, 20% or even 25%
of the channel capacity are reserved for this information service using the second class of medium access the
overall throughput of this mixed system with mainly central organization of channel access is much higher

5

Mordechai Mushkin, ‚A Novel Distributed Synchristzed Media Access Control Mechanism and Its Applicability to Inhouse Power-Line Networking’, ISPLC 2001, Malmö, 2–01

6

M.K.Lee, R.Newman, H.A.Latchmann, S.Katar, L.Yonge. HomePlug 1.0 Power line Communication LANs –
Protocol Description and Comparative Performance Results. International Journal of Communications Systems, 16
:447-473, May 2003.
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than any other system with mainly decentralized channel access, for the requirements of this environment
and application.
Dynamic routing requires permanent polling of all participants for determining the channel characteristics
and updating the respective tables in the master (centrally organized). This involves a very high overhead for
communication and also complex data processing7. With every repeater level the effort grows exponentially
and for more than two repeater levels it gets very ineffective or even impossible if no topology information is
available for the network management system.

1st slot: master transmits request

3rd slot: second repetition

2nd slot: first repetition

4th slot: third repetition, target receives message
Figure 8: Downlink in a SFN based flooding system

In turn, a SFN-based flooding mechanism allows a much simpler system that only has a linear increase of
effort with respect to the repeater levels. The task is to connect different clients in a network for bidirectional communication, which are not able to communicate directly. Here, a single frequency network
allows a very simple repeater concept, e.g.:

7

Markus Sebeck, Gerd Bumiller. A Network Management System for Power-Line Communication and its Verification
in Simulation. 2000 International Symposium on Power-Line Communication and its Application, Limerick 2000
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All participants who have correctly received a packet from the master retransmit this packet at the same time,
i.e. in the next time slot, which is reserved for the repetition, on the same medium and the same frequency.
As an example, a single-packet request-response service is considered (Figure 8).
The example is based on the topology of a randomly distributed tree model with 200 participants [20]. The
red points are transmitting and the green points are receiving the packet in the depicted time slot. The master
initiates the communication service by transmitting a request.
The first repeater has to be one of those receivers that correctly received the initially transmitted data packet
(marked green). The data correctness can be checked by a cyclic redundancy check. If all these receivers
repeat the data, the optimal repeater is among them. In the next time slot of the logical channel, called
repeating level 1, all clients who have correctly received a packet from the first transmitter, retransmit this
packet at the same time, on the same medium and the same frequency. One of them is the optimal repeater
for repeating level 1 on the way between the first transmitter and the targeted receiver of the message.

5th slot: slave transmits response

6th slot: first repetition of response

7th slot: second repetition of response

8th slot: third repetition of response (not required)

Figure 9: Uplink in a SFN based flooding system

In the next time slot of the logical channel after this second slot, called repeating level 2, all clients who have
correctly received a packet during the second slot, retransmit this packet at the same time, on the same
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medium and the same frequency. Again, one of them is the optimal repeater for repeating level 2 on the way
between the first transmitter and the targeted receiver of the message.
These repetitions go on until the message reaches the targeted receiver (marked with an arrow) on the fastest
path. Hence, a calculation of routing paths is not necessary anymore. Dynamic changes of topology or
channel characteristics do not require an update for routing tables anymore. The same is true if a repeater
goes out of order.
The participants of the network monitor the packets or packet numbers to ensure that every packet is
repeated only once by every participant. Otherwise, closed loops may result that occupy the channel
permanently.
Figure 9 shows the response of the addressed slave: The principle is identical to the downlink. Here, the
master already receives the response with the second repetition and a third repetition actually is not required.
However, if the third repetition is performed, the master gets a second chance to receive the response.

The effort required for managing the network is independent from the number of repeater levels. A wave can
be initiated by every client in the network. The wave may propagate along different paths and meet again. If
the paths require different numbers of repeater levels to reach a certain client, further repetitions of the same
packet by this client are suppressed because every packet is repeated only once by every client.

2.3.2 Comparison of master-slaves systems based on routing and flooding
mechanism
The classical master-slave concept can be realized with both routing and flooding. Routing means that the
master selects a certain slave, which repeats the message. With this concept, only one transmitter is active at
a time. Due to the central organization of the channel access a decentralized routing process is not possible
anymore. Flooding, on the other hand, means that the master spreads a message via all reachable slaves
which act as repeaters and repeat the message in dedicated time slots using the SFN mechanism. Thus, the
message propagates like a wave in the network.
The quality of a routing mechanism depends on the knowledge of the master about the communication status
for every possible link between all participants in the network. If the network behavior is constant over time
and the system is in operation for a sufficiently long period it is possible to measure the WERs (word error
rate) between all participants with a sufficient accuracy. Based on this matrix of WERs the optimum routing
path can be calculated. Or vice-versa, if a master can use a matrix of the currently valid WERs for the
calculation of the routing paths and use it in an optimum way, this defines the upper bound for what a routing
based master-slave system can ever reach.
Different criteria characterize the quality of a protocol. The weighting of the criteria depends on the system
requirements and the characteristics of the channel. For this analysis it is assumed:
•

Packet-oriented physical layer with fixed packet size

•

Master–slave system (not pipelined)

•

Reproducible channel conditions for all protocols

The characteristic criteria are:
•

Average protocol overhead

•

Packet rate of packets transmitted only for routing and networking purposes

•

Average duration of a polling cycle

•

Average duration of a broadcast

•

Average logon time without any channel information

•

Reaction to slow changes of the network

•

Reaction to abrupt changes of the network
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Only the criteria in the bold lines are further considered in the following. But also for the other criteria, the
SFN approach reaches at least the same quality as the routing approach or is obviously better due to
constrictions.
2.3.2.1

Average protocol overhead

In a packet-oriented system with fixed packet size it is efficient to calculate the average overhead in bytes
per packet. Bytes required for all types of protocols like the CRC-checksum, the length of the data field, the
slave address or the scrambler and protocol layer identifier are not counted here.
For a flooding-based system only three counters and a few control bits are required. A design with 15
possible repeater levels can be realized with not more than 2 bytes per packet in both directions.
The overhead of a routing-based protocol depends on the number of supported repeater levels and the length
of the address field. If only 2 repeater levels with an address length of 12 bit are supported already 3 bytes
are required. Additional control information requires about 1 byte. For transferring routing information, like
the list of possible repeaters, either special packets are required or the overhead in the packet further
increases.
Thus, the flooding-based approach is advantageous for the targeted REMPLI applications also with respect
to protocol overhead which should be kept as low as possible.
2.3.2.2

Average duration of a polling cycle

The average duration of the polling cycle DΣ is defined as the average time a master needs to successfully
perform one single-packet request-response service with every slave. With the assumption of uniformly
distributed probabilities of traffic load this value is inversely proportional to the throughput in the network.
For the optimum routing-based master-slave system, the WERs for all possible connections are required for
determining the average duration of a polling cycle. That means, a matrix of WERs between each participant
in the network has to be calculated for each channel model with the assumption that only one participant is
transmitting during one time slot. This assumption, indeed, is fulfilled for routing-based master-slave
systems.
For a flooding based system using the SFN mechanism, a receiver sees the superposition of several
transmitter signals. Therefore, the probability for successfully detecting data from a received signal cannot
be simply determined by considering probabilities of single transmission paths. Instead, the physical effect of
the superposition of several signals on the WER (word error rate) has to be described and used during the
calculation [36]. Using the physical layer emulator [20] it is easily possible by simulation to determine, for
all possible repeater levels, a probability for successful reception of a packet from the master to any slave
and vice-versa.
Furthermore, it can be remarked that the effort for determining the probabilities over the repeater levels for
the flooding-based approach is much less compared to that for the matrix of WERs for the routing-based
approach.
Based on the examinations it is possible to calculate the overhead (for the average duration of a polling
cycle) of the method for dynamic determination of allowed repeater levels for the flooding-based approach
(referred to as ‘flood’), which adapts very fast to new channel situations, and compare it with an optimum
flooding-based master-slave system (‘opt.flood’), which assumes the channel behavior is constant over time.
The results are presented in the following table. Furthermore, the result of the ‘flood’ case is compared with
the optimum bound of the average duration for routing based systems (‘rout’) and indicated in a delta value,
where an improvement versus the routing-based approach is marked green, a deterioration is marked red.
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Ring_10

Ring_100
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RandArea Np_100

RandArea Np_200

462.661

1089.207

Reference

Drout ,Σ

(8dB)

30.022

477.166
Broadband, bad

Dopt . flood ,Σ (BB_bad)

30.008

426.864

411.300

1027.981

D flood ,Σ (BB_bad)

30.83

430.9

421.1

1046.7

Overhead

2.7 %

0.95 %

2,4 %

1.8 %

∆Drout , ∑

+ 2.7 %

- 9.7 %

- 9,0 %

- 3.9 %

Broadband, good
28.005

407.946

385.484

954.735

28.42

410.6

391.2

967.8

Overhead

1.5 %

0.65 %

1,5 %

1.4 %

∆Drout , ∑

- 5.3 %

- 14.0%

- 15.5 %

-11.1 %

Dopt . flood ,Σ
D flood ,Σ

(BB_good)

(BB_good)

Table 3: Simulation results for average duration of polling cycle

The results show that the rather constant channel situation of the broadband scenarios yields overheads of
below 3% which can almost be neglected. Compared to the optimum situation of a routing-based masterslave system, where it is assumed that the WERs are constant over time and known at the master, different
results can be seen for the flooding-based approach. While for the ‘broadband good case’ situation a gain of
7 to 15 % can be expected due to the SFN gain from superposition, the result for the ‘broadband bad’
situation, where no signal gain from superposition is realized, is rather surprising. This result maybe depends
on the number of possible alternative routes with equal quality, which can be better used by the floodingbased approach. Reaction to abrupt changes in the network
2.3.2.3

Reaction to abrupt changes in the network

Abrupt changes in the network are caused by switching of network parts or abrupt load changes. A typical
situation for MV-lines is the opening of a ring close to one side of the master whereby, consequently,
communication is only possible over the far end, in the following. Due to the fact, that the master is
supposed to work without any topology information, he is not prepared for such a situation and,
consequently, communication will partly crash and nodes will be logged out and reconnected over the login
procedure.
The flooding-based system has large advantages in this situation. Due to the fact that a packet is always
delivered in all directions only the number of repeater levels has to be adjusted for the new situation. But this
happens within a few repetitions of the packet. Communication is possible again very soon and no logout
happens.
For showing the performance of the flooding-based system with respect to abrupt changes in topology a
simulation was carried out where the duration of a polling cycle was considered and the results are depicted
in the following figure. This simulation was based on channel model Ring_100 within a first time interval.
At time 0, the channel model was replaced for the following time interval with Randarea_100, which has as
tree structure and therefore a completely different topology. Of course, such dramatic changes will never
happen in reality. The system does not get any information about this change. In the simulation a request to a
slave is repeated until the master successfully receives a response (ARQ mechanism). Due to it there is
successful communication with all slaves already within the first polling cycle.
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Figure 10: Adaptation to an abrupt switch of the channel model

It can be seen from the figure that before switching between the two channel models the duration of the
polling cycle jitters around an average value. For the first polling cycle following the switch the duration has
increased to around 800 used slots. For the following polling cycle this value has already decreased by about
25 %. Within 5 to 7 polling cycles after the switch the duration has already decreased to a value which is not
higher than the new average values resulting for this channel model.
For a calculation of this procedure in absolute time values it is assumed a slot duration of 10 ms. This value
is typical for a transmission in CENELEC-A band with a bandwidth of 50 kHz. In this case the average
duration of the polling cycle of 99 slaves results to values between 4 and 5 seconds for both channel models.
After switching the channel model the first polling cycle would require 8 seconds for successfully reaching
all slaves. Within 30 to 40 seconds the adaptation to the new channel model is finished and the same
performance is reached as if no change of channel model had occurred. This very fast adaptation to a
completely different channel model, which can be considered as real ad hoc networking, is only possible by
means of an algorithm with a very short memory. This behavior now allows to ensure real-time requirements
for a communication system in a smart grid application even during a switching process.

2.3.3 Summary of Transport layer tasks and services
The following list gives a short overview of the most important tasks of the Transport Layer:
•

De-/fragmentation of data (with respect to the fixed-size master/slave packet service of the network layer
versus the variable-size packets of the request/response end-to-end services required by the applications)

•

Confirmation of correct delivery of the fragments of large packets even if the original application service
is non-confirmed.

•

Automatic address translation and route discovery using as little information as possible
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•

Building a map of available paths (and respective network layer addresses) from each Access Point to
each Node.

•

Administration and transfer of information relevant for choosing a connection from an AP to a Node

•

Guaranteeing a fair use of the network paths and enforcing application requests priorities in a meshed
dynamic network with variable link capabilities and requests by an internal scheduler

•

Handling of redundancy for the individual Access Point-to-Node data transfers. When a packet is sent
from an Access Point the transport layer on the source checks the available paths and selects the most
appropriate for the given moment.

•

Handling of routing information (insertion to packets, modification, evaluation)

•

Support of application priorities

•

Provision of a status service and an alarm service for indication and handling of available (possibly
urgent) data at a Node

The combination of transport layer features results in services for the application layer that provide:
•

Unconfirmed request service and request/response service that map easily to several application
scenarios

•

Node-to-Access Point alarm service with guaranteed delivery and high priority

•

A (small byte count) status service that provides a simple and effective way to keep track of Node status

•

Variable length data transfer services, exceeding the memory capacity of the foreseen devices

•

Low network overheads for most used requests

•

Large network support: up to a thousand Nodes per Bridge, hundreds of Bridges per Access Point, and
thousands of Nodes per Access Point

•

Plug&Play operation: Nodes can simply be connected to the network and the transport layer will
establish a connection to the authorized devices

All these features and targeted functionality of the network and transport layer have been implemented and
successfully tested in the field trial.

2.3.4 Compatibility with other technologies
A powerline network can contain other PLC nodes (i.e. non-REMPLI) as well, not represented in the picture.
These nodes are equipped with the same type of PLC interface as REMPLI Nodes; however, they run
different software and perform different functions, sharing the available PLC bandwidth with the REMPLI
communication infrastructure. The REMPLI system will co-exist with them, though not providing any
facilities for communicating to foreign devices.

2.4 Management system
The REMPLI management system consists of several software modules, intended to assist network
administrators in managing REMPLI devices – Nodes, Bridges and Access Points. The management system
also implements several important functions within the REMPLI devices themselves, such as execution of
software components during boot-up, provision of components with logging facilities, etc. All the
components of the REMPLI management system, which are described below, have been implemented with
the complete targeted functionality and tested successfully in the field trial.
A REMPLI device can be managed (configured, monitored, and maintained) in two different ways:
•

locally, when a REMPLI device is managed directly at its location (e.g., a technician with a laptop,
visiting the transformer station(s) / households, or an engineer configuring a device during off-site
maintenance);
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remotely, when the whole network, or a part of it, is managed from a central control point, connected
to the REMPLI private IP network (e.g., a network administrator workplace in a utility company).

In case of a local connection to an Access Point it is also possible to manage Bridge and Node devices. That
is, potentially the whole network can be managed from a primary transformer station – just like in case of the
remote management.
Management
Application

Management
Application

IP Network
Access Point 2
1

Access Point 1

1

Component
Component

Component 1

Management
Driver
(Access
Point)

Component

Management
Driver
(Access
Point)

Component 2
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2
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2
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Figure 11: Management system overview

The management system provides the following functions:
•

Management of software components at Nodes, Bridges and Access Points: downloading
components, selecting those that have to be executed, deleting unnecessary / outdated ones.

•

Execution of components during device startup or later during runtime (upon a command from the
operator). Stopping components during runtime (upon a command from the operator).

•

Monitoring execution of components (observing process existence, checking components’ heart-beat
signals). Restarting components in case of their failure.

•

Periodically resetting the hardware watchdog, as long as operation of the device appears normal.
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•

Management of component configuration data. Providing persistent and non-persistent storage for
the configuration data (registry).

•

Monitoring runtime parameters of components and providing logging facilities to them, both with
persistent and non-persistent storage.

The general architecture of the REMPLI management system is presented in the Figure 11.

2.4.1 Management Application
The Management Application (MA) is a GUI tool, used by a system administrator to manage the REMPLI
installation and its individual devices – Access Points, Bridges and Nodes. MA has 2 possible connection
points to the REMPLI network, depicted in the Figure 11 by numbers in circles marked yellow:
1. A connection to an Access Point, either remote, via the REMPLI private network, or local, via a
direct cross-over Ethernet cable, both using a TCP/IP based communication protocol. In the remote
connection scenario, for security reasons, the Management Driver can be configured to request MA
to authenticate before any commands can be sent (a cryptographically-strong authentication
algorithm is used). To further protect the communication from eavesdropping, one can employ an
SSL- or SSH-tunnel.
2. A local connection to a Bridge or Node, via a cross-over Ethernet cable (the application protocol is
slightly different from that in the first case).
In the first case (connection to an Access Point) MA can manage this Access Point, as well as all Nodes and
Bridges in the network, reachable through this Access Point. In the second case the Management Application
can manage only the Bridge or Node device it is connected to.
For managing an Access Point, MA has to connect to this Access Point. Managing other Access Points via
re-routing is not supported. In principle, the system allows MA to connect to multiple (or even all) Access
Points in parallel.
In both cases the same Management Application is used. The communication protocol allows the
Management Application to determine whether it is connected to an AP or to a Bridge/Node, and adapt its
behavior accordingly.
Several Management Applications can be connected to the REMPLI network at the same time. In case of
TCP/IP based connection to an Access Point, it is also possible that more than one MA is connected to the
same AP at the same time (like illustrated in the Figure 11).

2.4.2 Management Driver
The Management Driver (MD) is a REMPLI protocol driver, which, instead of communicating to metering
or SCADA hardware, is responsible for managing a REMPLI device. There are two kinds of MD:
•

Node / Bridge Management Driver (N/BMD). For the management system Node and Bridge devices
are identical. The N/BMD receives its commands either via the PLC network (from the Access Point
Management Driver, described below), or from the locally-connected Management Application.

•

Access Point Management Driver (APMD). The APMD functionality is, first, to manage the AP
device it is running at (in the same way as N/BMD does it for Nodes and Bridges). However, unlike
N/BMD, the APMD receives all commands from the Management Application(s) connected to it,
and not only commands addressed to itself. The APMD is responsible for forwarding of commands,
which are not addressed to it, to appropriate Nodes and Bridges (i.e. to the N/BMDs at these devices)
via the PLC network. Responses and notifications from N/BMDs are forwarded back to MA(s). The
APMD receives its commands from the Management Applications via TCP/IP.

Every REMPLI component connects to the Management Driver, located at its device, during start-up and
keeps this connection permanently open. This TCP/IP-based IPC channel is used to exchange commands and
notifications between the component and the MD.

© The REMPLI consortium

31

Deliverable 9.2

REMPLI Final Project Report

NNE5–2001–825

The Management Driver provides configuration data to other software components within a REMPLI device.
The Figure 12of the Management Application illustrates configuration of a software component in a bridge
over the powerline.

Figure 12: Configuration of PLC parameters with Management Application and Management Driver

2.4.3 MONSTER
The Monitoring, Storage and Execution of REMPLI (MONSTER) is a thin component, which is the first of
all REMPLI components to be started at every device. In turn, MONSTER starts all other REMPLI
components and afterwards keeps monitoring them (e.g., restarts a component in case it crashes). Besides
that, MONSTER is responsible for monitoring components’ heartbeats on the one hand, and periodically
resetting the hardware watchdog on the other hand.
Software components at every REMPLI device are located in so-called component storage. While
MONSTER executes the items from the component storage and supervises them during run-time, the
Management Driver provides an interface to the component storage, over TCP and powerline, for the
Management Application. The latter allows for uploading and deleting the components, starting and stopping
them, changing their configuration and monitoring their status. This process is illustrated in the following
Management Application screenshot (Figure 13).
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Figure 13: Software component status

2.5 Security
This section gives an overview of the security strategy used within the REMPLI system. REMPLI uses an
IP-based private network (REMPLI Intranet) and the public powerline network (PLC) to fulfill its
communication tasks. Since the used networks, especially PLC, are publicly accessible and therefore must be
regarded intrinsically as not trusted, communication from and to the Nodes, connecting the meter or SCADA
(Supervisory Control And Data Acquisition) equipment to the network, must be protected.
The REMPLI system, like other telecommunication systems that are used for meter reading and SCADA
tasks, must carefully handle transmitted data to avoid manipulation, information theft or even physical
damage and human casualties due to manipulated or distorted data. These requirements demand security
services to guarantee confidentiality, integrity and authentication of data, although the focus is primarily
shifted to authentication and integrity.
Unlike (public) telecommunication systems used for meter reading and SCADA, which use point-to-point
and high bandwidth connections, the REMPLI system has two special aspects to consider:
1. The PLC system, used by REMPLI, is a shared medium with very restricted data transmission
capacity that can be accessed by everyone. Therefore, security protocols and measures must be
carefully designed and optimized to fit into the limitations of the (powerline) communication system
(PLC): to low-bandwidth, packet oriented, and stateless data. Security measures used in existing
systems like telephone call-back or simple password protection are not sufficient to protect the
REMPLI system.
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2. REMPLI uses a combination of an IP based medium-to-high bandwidth private network (REMPLI
Intranet) and the PLC. The Access Point is the connecting element between these two worlds, which
have different capabilities and security needs.

2.5.1 Risk and threat analysis
The entities involved in the process of running the REMPLI system are
1. Service provider (utility company); They will have a small potential for malicious activities since on
the on hand their intention is to have control over the system and on the other hand in most countries
billing relevant data must additionally be stored in the device at the customer premises, which must
be certified as “tamper-proof”;,
2. REMPLI system operator and maintenance personal are trusted parties by definition since they have
to legally “manipulate” the system for operation. For practical reasons access to security-relevant
components (e.g., keys) should be restricted to a small group only. This will also rule out a scenario
of customers bribing (low-level) maintenance personal.
3. Customers of the service provider (users of the service) – Customers that are private as well as
industrial consumers of the service; Seen as a security threat, intention of the customers would be to
manipulate the system to save money by consuming energy without paying. Technical knowledge
will be in general not sufficient to manipulate the system directly. These entities will either involve
unknown third parties that supply equipment to circumvent the security measures of the system or
simply bribe personal of the service provider or system operator to install a supply for “free” energy.
4. Unknown third parties; Actions of these entities are acts of vandalism and sabotage and the provision
of tools (devices) that manipulated the amount of consumed energy. In general sabotage is rated the
higher risk since due to strong legislation and top-level surveillance heavy fraud can be detected.
The intentions of entities are hard to define, since they may vary regionally, depend on social background
and many other parameters. Even within the field test in REMPLI there are groups of entities with big
differences. Assumptions taken in this section are based on experience only and therefore can just give
worst-case estimations the REMPLI system is able to cope with.
One of the main goals within the REMPLI project is to set up an infrastructure for automated meter reading.
Metering data can consist of single metering data point or a complete data set (e.g. daily log). Metering data
is unidirectional: it is produced only at the Node and delivered via Access Point to an application at the
utility company. Metering data is transmitted only in request/response mode.
Beside general requirements to data transport, integrity of metering data is the most important value to be
protected. In addition, if metering data is used for billing purposes, it must not be altered during
transportation in order to retain the integrity of certified metering equipment (PTB auditing).
Value to be protected

Security level (Priority)

availability

high

integrity

high

authenticity

medium-high

confidentiality

low

non-repudiation

low-medium

Table 4: Security level of metering and SCADA tasks in REMPLI

Non-repudiation is not of a high priority, if only the total power consumption is measured. For loaddependent tariffs and load profiles, where history of measured values is important, its priority will be higher.
Nonetheless, according to other research projects (e. g., SELMA project) this will at least be a medium term
goal. Hence, for REMPLI the security level is ranked low to medium.
SCADA data is used for remote control and supervision purposes. Possible applications can range from
control of network infrastructure (e.g. switches in transformer stations) via cutting off or turning on relevant
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services for customers to remote control of the customers own equipment. Due to the fact that such
operations can heavily affect power supply or control and SCADA equipment of customers, it is vital that
authenticity of messages can be verified securely and messages are not manipulated.
If network operator, service provider and customer do not belong to an identical organizational unit, nonrepudiation and self-contained communication channels are important issues. In case infrastructure is leased
to different service providers, the above values have to be ranked high.
Threat/risk

Metering

SCADA

direct manipulations of input
and output values

high

high

manipulation or replacement of
equipment

medium

medium

manipulation and insertion of
data on the Private Network

medium/high

medium/high

manipulation and insertion of
data on the PLC network

low/medium

low/medium

manipulation of Application
Server

-

-

high

high

denial of service

Table 5: Threats and Risks

Security is always a trade-off between security, costs and convenience. Prior investigations and answers to
the REMPLI questionnaire revealed, that at the moment there is little concern about security. The general
opinion, also reported by project partners, is that manipulation can be detected by Application Servers, which
are in operation today. Besides, in Western European countries legislative hindrances are so strong, that in
reality fraud in metering applications can be almost neglected. Based on a general exposure, standard
security measures and risk levels, shown in the Table 5, are first estimations and must be refined for each
particular installation.

2.5.2 REMPLI security system
The REMPLI Communication Security Layer is a module within Access Points and Nodes that offers
encryption, integrity and authentication services for transmitting packet oriented data over the REMPLI
network.
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Figure 14: REMPLI communication security layer

Since a lot of SCADA and metering systems, on the one hand, do not integrate security measures in their
protocols and, on the other hand, do not allow changes in the transmitted data packets (e.g. due to
certification issues) REMPLI security layer needs to be transparent from the drivers’ point of view. I.e.,
REMPLI Communication Security Layer treats all traversing data packets as black boxes. Nevertheless,
special attention should be paid to the efficient usage in combination with connectionless (packet-oriented)
communication, used within REMPLI network to transfer application-layer protocols such as IEC 870-101
and 104, IEC 1107, or M-Bus. However, security measures must not rely on specific application-layer
protocol, since support for new protocols can be added in the future.
As shown in Figure 14, data transmission in the REMPLI system relies on the concept of paired drivers.
Therefore REMPLI Communication Security Layer is also organized in a paired structure below the driver
level. The REMPLI Communication Security Layer is integrated at the lower sub-layers of the
De/Multiplexer layer of the REMPLI communication system with special respect to applications in an
embedded environment with real-time capabilities. Additionally, other aspects like limited resources such as
bandwidth and computational power should be considered, as long as security is not breached.
In order to fulfill requirements of many different applications, the REMPLI security layer is configurable in
such a way that different levels of security can be implemented. The offered security levels are:
1. No security ;
2. low security;
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3. medium security;
4. high security.
These levels differ in the services they offer (encryption, authentication, integrity,…) and the strength of the
used measure. Generally, the higher the security level, the more computational power and resources are
consumed. Additionally the system is capable of running services of different security levels in parallel,
although some systems might only use one kind of service. The level of security is chosen on a driver level,
e.g. an IEC 1107 driver might use high security level whereas an IEC 60870-5 driver uses low security.
Key system
The REMPLI security system is based on a multi-layer (key) system, in which each layer is protected by a
different key. If a key at one level is compromised, this system allows to remotely replace the broken key
from a higher security level. Therefore each layer is independent of the previous layer and with the exception
of the key management layer all security information can be exchanged online via the PLC network.

Key
Management
Key

Security Strength

Used to exchange

Management
Key
Used to exchange

Unique
Node ID &
Session
Information

Working Key
Used to derive

Temporary
Key

Frequency of Use

Figure 15: Key system overview

The system implements four layers of security (see Figure 15):
1. Key management level: Highest level security, used to exchange new management keys. Key storage
and cryptographic calculations using these keys are only done inside the security token. These keys
are directly installed during personalization of the security token.
2. Management level: The task of the management level is to securely exchange working keys that are
used to exchange new working keys for transmission of payload data. Operations at the management
level will also be done inside the security token, but there is a possibility to remotely configure and
update the keys of the management level.
3. Working level: The keys of the working level can either be used to encrypt and authenticate payload
data or to derive new temporary keys.
4. Temporary Key level: These keys are used for every day communication. As a commitment to the
performance and resource gap between a security token and a host processor these keys might be
stored and used outside the security token. To keep the risk of misuse low, Temporary Keys are only
valid for a maximum of one day.
REMPLI security measures and performance considerations
Looking at the actual research results REMPLI is based on three main security measures that allow to protect
data communicated: 1.) A smart card as basement for security, efficient symmetric cryptographic ciphers for
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protecting messages on the powerline, and standard ssl connections on the Intranet that allows seamless
connection with the applications.
The smart card is the basement for security services since it can securely store and process security relevant
data. It is a tamper resistant device to store keys and perform security operations. This solution showed the
best tradeoff between costs and security. Additionally, seals – mainly needed for legal purposes – are
integrated.
Although in the REMPLI implementation a combined software-smart card security layer was implemented to
handle extremely high data volumes which occur for example at the Access Points, the performance
measurements at smart card indicate that a completely smart card based security layer will be sufficient to
handle the data volume generated at REMPLI metering and SCADA Node. Future activities go into this
direction and aim to integrate REMPLI security and system functionality even in very low-cost metering
devices.
Calculations on the overhead of security measures clearly show that the amount of overhead extremely
depends on the actual payload. Assuming a constant encryption block size of 16 bytes (common DES – Data
Encryption Standard – and 3-DES) and a MAC of 16 bytes, the overhead for large packets like weekly or
monthly load profiles (20 to 50kByte) is very low. For small packets with only a few bytes or bits, however,
the situation is different and security measures introduce a big amount of overhead. Nevertheless, these
services are the most important ones to guarantee security and liability of the system.

2.6 Clock synchronization
For power line communication (PLC) systems clock synchronization is a crucial issue, not only because the
PLC network itself requires synchronized clocks for maintaining TDMA communication, but also for
backbone networks and REMPLI Access Points to establish a coordinated, fault tolerant system-wide time
base to ensure fast log-on and log-off of REMPLI Nodes travelling from one Access Point to another. The
problem of nodes and node groups disappearing on one side of the network and re-appearing at different
points most likely at a different hierarchy as well is caused by the usual way of energy suppliers to switch
whole net-groups from one transformer station to another, thus changing the logical hierarchy of the PLC
network significantly.
Moreover, if clocks between the nodes are synchronized additional features like theft detection and energy
flow analysis can be realized. E.g., the detection of energy theft is done by advising all nodes in advance to
record their meter values at a certain, predefined point in time. Thus, by comparing the sum of all meters to
the overall power supplied to the network, manipulations and energy thefts can be detected and localized
easily. Other applications can profit from a common notion of time in the same way.
Within the project REMPLI an approach to synchronize clocks is using the emerging standard IEEE1588,
which is adapted to tackle the special properties of the PLC network such as varying network topologies or
short message length.

2.6.1 Clock synchronization design
To achieve clock synchronization every node in the REMPLI system is equipped with an IEEE 1588 clock
synchronization stack and a high-precision clock unit. The hierarchical time distribution starts with the
feeding of a highly accurate clock source into the system. For cost reasons in REMPLI this is done via GPS
receivers, which are coupled directly to the nodes. This approach has the advantage that a failure of a single
master has hardly any influence on the slaves associated, except that they have to switch to a new (but
synchronous) time source. Alternatively in REMPLI also approaches with democratic clock synchronization
have been investigated and indicates advanced solutions to combine multiple masters with different clock
sources.
In REMPLI a two stage clock synchronization is used to propagate time:
1. Access Points in the intranet are connected via Ethernet and use IEEE 1588 to synchronize the
clocks.
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2. To transfer time from Access Points to the Nodes a dedicated adaption layer is used that allows to
use IEEE 1588 over powerline.

Figure 17: REMPLI clock sync adaption layer

Figure 16: REMPLI hierarchical clock synchronisation
and Jitter requirements

To gain a precision demanded by applications and powerline communication, also adapted hardware is
required, capable of time stamping arriving packets and cancelling out communication delays. This
specialized hardware is described in [18] and is integrated into the central embedded processor (Hyperstone
hyNet 32XS) used in the REMPLI project.
One of the obviously most important differences between the power line communication technology used in
REMPLI and high-bandwidth, highly reliable communication networks like Ethernet is the lack of
bandwidth. Nevertheless, the advantage of the proprietary character of the power line eases the use of lower
level network services such as a relatively jitter-free frame clock which all telegrams over the power line are
aligned to and can be used for clock synchronization.
Another problem is that the PLC is in general not capable to provide symmetric communication channels in
terms of latency. As the concept of PTP relies on a symmetric channel, a non negligible error would be made
if PTP is used over native power line.
In particular on the REMPLI hardware, the PLC physical layer communication is done using a separate
ASIC, with a signal processing unit for mixing, filtering, up- and down-sampling as well as synchronization
detection. A finite state machine (FSM) controls all states for transmitting and receiving data. This FSM can
be configured from an integrated DSP and is fully predictable, which allows easy verification of all states. In
order to detect synchronization events properly, the complete module performs an energy normalized
correlation of complex synchronization sequences on the equivalent complex base band. Further, it
generates, by the use of a threshold, a frame clock event for connected onboard modules. As a
synchronization sequence a complex Barker sequence or other especially for single frequency networks
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designed complex synchronization sequences can be used. These frame clock events are the first inputs to
clock synchronization.
Compensation of asymmetry is done by predefined correction values. In the same manner, transportation
costs, which are undisproportionally higher from a master in power line than in the other direction, the
implementation simulates the IEEE1588 delay request and delay response messages and prohibit the sending
and receiving of these messages by generating replies on the slave nodes with predefined answer delays in a
so called adaptation layer. Also the IEEE1588 follow-up messages, which contain the exact time of a sent
message, have to be emulated by the adaptation layer. As in this case the exact arrival and sent time of
messages is defined by the frame clock, the follow-up messages can be generated within the adaptation layer.
The fact that all other messages are aligned to the system wide frame clock as well is used to have the
adaptation layer also using the occurrence of these messages for generation of synchronization packets. The
drawback, that no absolute time is sent with these messages, can be tackled with a prediction function of
scheduled frame clock events, which is defined via the communication speed. Finally, also the arrival of a
real sync packet is used to adjust the prediction algorithm.
Figure 17 shows the integration of this adaptation layer into the REMPLI node structure and Figure 22 shows
the translation scheme of the adaptation layer

Figure 18: Detailed translation structure of the adaption layer

The advantage of the adaptation layer is that a regular IEEE1588 stack can be used with the same timestamp
format regardless of the underlying communication media and its limitations.

2.6.2 Results
Results of the proposed system can be grouped in two stages:
1. fault tolerant backbone network and Access Point synchronization
2. power line synchronization’s performance.
The setup itself has influence on the servo control used in the special clock cell novel Hyperstone hyNet
32XS processor supporting IEEE1588 clock synchronization. In case of the investigated structure the
application for clock synchronized nodes is the generation of pulses, with a frequency of a few kHz, which
have to be coupled together with a very low phase error. In the common case the result of those errors is a
phase jitter between two nodes which can be evaluated by means of an analysis of the delivered frame clock.
Nevertheless, the servo design is influenced by this requirement. The clocks have to be synchronized in
terms of phase error as fast as possible, but may take longer to log into the absolute time of their respective
master(-group).
Synchronization at the backbone network
The evaluation of the synchronization quality of the backbone network is done by using hardware support of
a periodical phase aligned hardware time interrupt. This interrupt, also called period timer is compared with a
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period timer generated by a GPS-equipped clock. The stationary case is shown in Figure 19. A rough
analysis of the curve shown in this figure suggests that the phase error is dominated by white phase noise.
Further investigations using the conventional Allan deviation as in Figure 20, support this theory.
For a deeper investigation, also a power-up cycle as an example for a non-stationary case was chosen. The
results showed that the quality reaches the value of the stationary case.
Concluding, the gained results show that for the stationary case the clock at an Access Point shows a white
phase noise. Moreover, this behavior is the same for a synchronization cell-driving oscillator, which means
that the phase noise is not influenced by the synchronization algorithm, but the absolute time of the clock is
aligned to the one of the IEEE 1588 master.

Figure 19: Phase error in the stable case

Figure 20: Allan deviation for the stationary case

Synchronization in the powerline network
The setup for the PLC connections is shown in Figure 21: Each Powerline slave generates a frame clock,
which is connected to a digital storage oscilloscope (DSO). This allows the measurement of the jitter for
each repeater level with respect to the master clock, which is used as trigger.

Figure 21: Test setup for PLC

The measurement results are shown in Table 6. For the tests the service telegram (PLST) rate is varied. With
a high PLST rate the master transmits telegrams every 12th frame. If it is set to low PLST rate, transmission is
done every 505th frame.
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Jitter@ Repeater level
1

2

3

4

117 kHz

low

11 µs

15 µs

31 µs

23 µs

117 kHz

high

12 µs

16 µs

21 µs

26 µs

18 kHz

low

70 µs

100 µs

121 µs

142 µs

18 kHz

high

65 µs

85 µs

105 µs

130 µs

Table 6: Jitter measurements in the REMPLI PLC environment

Actually, in the final system it is not be possible to use this high rate for PLST, due to the resulting overhead
in communication. Yet, for synchronization of the frame clock every packet coming from the master is used
as emulated IEEE1588 packet, resulting in an effectively higher packet rate. Thus, the presented test defines
a worst case scenario for synchronization, since no other traffic is on the line. During normal operation the
situation for the lower repeater level will be more like high PLST rate, since this level usually has a very
high traffic density (see section 2.3). Only for the highest used repeater level of most distant nodes the rate
will be in the range of the given low rate. Nevertheless, due to the better synchronization of the lower
repeater levels the jitter for the last repeater level, depending on the previous ones, will also be better.

2.7 Application drivers and communication architecture
As shown in Figure 3, the communication path through the powerline network is on both sides (Access Point
and Node) terminated by two component blocks: the Powerline Adaptation Layer and the REMPLI
Communication Interface (RCI).On top, Drivers connect the application servers and the interface device
(meters, switches and the like) and implement the necessary protocol handling.

2.7.1 Adaptation layers and REMPLI communication interface
“Adaptation Layers” (Powerline Adaptation Layer, ISDN Adaptation Layer, etc.) are introduced in order to
unify interfaces to various communication mediums – different versions of the powerline communication
system, ISDN, GSM and so on. No matter which technology is used to access target nodes, the REMPLI
Communication Interface remains the same. Transition between the REMPLI Communication Interface and
the PLC system is carried out by the Powerline Adaptation Layer.
The REMPLI Communication Interface is available both at the Access Point and at the Node (used,
respectively, by the Access Point and Node applications to exchange data with each other) and comprises the
following functionalities.
•

Delivery of arbitrarily-sized PDUs from the Access Point to a single or multiple Node(s) and vice
versa. Two different communication styles are provided: reliable (upon delivery failure, the
communication system performs several re-transmission attempts and returns an error if they all fail)
and unreliable (if a PDU cannot be transmitted, the error is ignored). Data transmission from the
Access Point can be unicast, multicast or broadcast; data transmission from the Node is always
broadcast (or unicast, if only one Access Point is connected to the network).

•

Concurrent transmission and priority management. On behalf of Application Servers, Access Point
Drivers can submit multiple concurrent PDUs to be transmitted to different (or the same) Node(s).
Each PDU has a priority class associated with it. Whenever a higher-priority PDU is received, it is
transmitted to the destination Node before any lower-priority PDU, even if transmission of a PDU is
already in progress (the latter one is temporarily suspended, if necessary).

•

Fast status information transmission. This service allows every Node to set a bit field of a limited
size (a few bits), in which all changes will be quickly propagated to the Access Point. This service is
asymmetric: Nodes can only modify their status bit field, while Access Points can only receive status
information. In case of PLC the fast status transmission mechanism is available natively; in other
communication networks it is emulated by a respective adaptation layer.
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•

Network discovery. The communication system is able to report which nodes are currently available
in the network. This information is used by the Access Point application to detect potential problems
with Nodes and to re-route packets via other Access Points (in case multiple Access Points are used
to manage different communication paths – like in case of a meshed/switched PLC network).

•

Point-to-point connection management. Some communication systems, such as ISDN or analogue
telephony (POTS), require establishing point-to-point connections to target Nodes (dialing numbers)
before communication becomes possible.

2.7.2 Drivers
Drivers are paired components consisting of an Access Point driver and a Node driver. The primary purpose
of the Access Point driver is to communicate, on one side, to the corresponding driver at the Node and, on
the other side, to one or more Application Servers connected to the REMPLI Private Network. In order to
operate, the Access Point driver needs a set of common functions, enabling it to exchange data with Nodes,
retrieve configuration, and store certain values in a persistent way and the like. Most of these functions are
available in the RCI. Others are available from external components that the driver can communicate with:
e.g., the Management System.
As mentioned above, a communication system such as PLC offers packet-oriented communication, where
each PDU is independently addressed and delivered to a certain REMPLI Node. Apart from that it is
necessary to address individual drivers at the Node and at the Access Point. This additional addressing
information is introduced at the layer above RCI – inside De/Multiplexer. The De/Multiplexer component
performs multiplexing and de-multiplexing of communication streams between different pairs of drivers. In
case multiple Application Servers on top of the Access Point “speak” the same communication protocol and
connect to the same driver, De/Multiplexer also helps drivers distinguish, which incoming response PDU
shall be routed to which application (request/response identification facilities). Finally, De/Multiplexer
component at the Access Point is responsible for handling communication path switching and redundancy: if
a packet cannot be delivered to a target Node directly from this Access Point, it can be re-routed to another
Access Point which will handle the delivery. Usually, this process is transparent to drivers, unless the
communication protocol, which is handled by a particular driver, includes link control facilities. In the latter
case a driver can obtain information about availability of Nodes in the REMPLI network behind this Access
Point and forward this information to Application Server software.
The PLC-based communication platform, designed and implemented by REMPLI, is highly versatile and can
be easily extended to support different applications. The network provides a variety of services to transmit
any kind of packet-oriented data. All interfaces to the communication system are standardized and unified
both at the Access Point and Node sides. The system itself does not impose any requirements on the data
transmitted; therefore, support for yet another communication protocol can be easily added by developing an
additional pair of drivers (one running at the Node, one at the Access Point). The REMPLI communication
infrastructure will handle packet delivery, manage redundant and switched communication paths and offer a
set of other services that ease development and deployment of such drivers.
Currently implemented drivers are standardized protocols, namely IEC 60870, EN 62056 (also known as
IEC1107), and EN 1434-3 (commonly known as M-Bus).
IEC 1107 Driver
The IEC 1107 support in REMPLI is provided by the following three components:
•

IEC 1107 Node driver,

•

IEC 1107 Access Point driver,

•

and the IEC 1107 proxy.

The Node driver communicates with the target hardware (meters) over the IEC 1107 current-loop interfaces,
available at each Node. Three independent current loops with up to 7 meters in each are supported.
The Access Point driver receives requests from the proxy over IP and executes them with the target Nodes
(Node drivers). Finally, the proxy component runs directly on the PC where the metering application is
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installed and tunnels requests from the application, captured on the RS-232 interface, over IP to the Access
Point driver, and the other way around.
One particular difficulty with transmitting the IEC 1107 protocol over the REMPLI network is the fact that
this protocol is strictly dependent on the bus timings. As such, IEC 1107 was designed to work with directly
(locally) attached devices; any store-and-forward handling of the protocol messages, which inevitably
introduces additional latency, was not anticipated. Consequently, both AP- and Node-drivers for the IEC
1107 have to emulate a “locally attached bus” to both metering application and the meter. Timings are
especially critical during the initial handshake phase of the protocol, where the response to an
“Acknowledgement / Option Select” command from the application has to arrive from the meter within
maximum 1500 milliseconds. The actual PLC timings may vary in a greater range, depending on the quality
of the communication channel, current network load and several other factors. Thus, the AP- and Nodedrivers have to independently “replay” the handshake sequence to the metering application and meter
respectively, and negotiate the results of this handshake between each other over the PLC afterwards.
As with many other protocol drivers, the IEC 1107 driver-pair has to perform protocol address translation.
For each session the ID2-address (unique identifier of a meter on the bus within the IEC 1107) is translated
by the Access Point driver into a “REMPLI Node Address / 1107 Bus number / ID2 of the meter on the bus”
triple. The translation table is user-configurable, and the resulting communication is transparent to the
application.
Due to the issues described above, the IEC 1107 driver-pair cannot simply “pass” protocol packets
transparently over the PLC. Rather, both Access Point and Node drivers have to parse and partially re-create
IEC 1107 packets, modifying the protocol on-the-fly. Unfortunately, this may limit the range of application
compatibility: only the “pure” IEC 1107 is supported. Those application/meter combinations that make use
of proprietary protocol extensions may require certain adaptations into the driver-pair.
M-Bus Driver
To read out M-Bus devices like heat and electrical meters three components have been implemented for the
REMPLI system (similar to the IEC 1107 drivers):
To use common M-Bus applications, the M-Bus proxy runs on a PC. The M-Bus application connects over a
(software) null modem line to the M-Bus proxy. The M-Bus proxy appears to the application as a modem.
The application configures by the AT command AT*IPR=<baud rate> the baud rate which should be used on
the M-Bus. Then it uses the dial command ATDT<phone number> to initiate the connection. In case of
REMPLI the phone number is replaced by the REMPLI Node Address (RNA) of the Node to be addressed.
The proxy responds with CONNECT and forwards the data from the application to the AP over TCP/IP.
The M-Bus driver on the REMPLI AP reads the data from the proxy, evaluates the prepended RNA and
forwards the prepended M-Bus baud rate and data to the De/Mux. The De/Mux uses the TL to transmit the
data over powerline to the related REMPLI device.
The M-Bus Node driver fetches the data from the De/Mux, configures the M-Bus to the given baud rate and
forwards the payload data to the M-Bus device.
Data received from the M-Bus device is forwarded vice-versa over powerline to the AP, the proxy and
finally to the M-Bus application.
870-5-104 Driver
The driver for IEC 60870-5-104 communication with REMPLI is kept simple and as small as possible for
easy maintainability and to avoid errors. The protocol IEC 60870-5-104 describes the communication
between two DTEs (Data Terminal Equipment) over TCP/IP. One DTE is called controlling station. The
other one is called controlled station. The controlled station opens in listen/server mode a TCP port (2404 by
specification) and waits passively for a connection. The controlling station opens actively a TCP connection
to the controlled station for data exchange. To avoid that the protocol overhead of TCP/IP needs to be
transmitted over the powerline, the following solution has been implemented:
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The REMPLI AP represents for the controlling station a controlled station. Therefore it listens to a
configured pair of IP address and port number. In case that more than one controlled station needs to be
served by the REMPLI AP, the driver listens to such a pair for each controlled station. Different IP addresses
could be assigned to alias devices of the Ethernet device, like ETH1:1. On the other side of the powerline the
Node represents the controlled station a controlling station. Therefore the Node driver opens a local TCP
connection to the TCP port of the controlled station, which has been configured.
So the driver on both sides waits for data from the DTE which starts with 0x68, evaluates the length byte and
forwards the complete APDU to the De/Mux. The De/Mux uses the TL to transmit the data over powerline to
the related REMPLI node, which fetches the data from the De/Mux and forwards them to the DTE.
In case of error and normal end of connection the DTE simply closes the TCP connection. This means that
the REMPLI device on the other side of the powerline needs to be informed about the end of connection.
Therefore the driver sends as soon as it detects that the TCP connection is lost a one byte sized message,
which is surely no valid APDU to the other REMPLI device. The driver within the other REMPLI device
evaluates these messages and closes the TCP connection to the DTE.
Transparent TCP/IP point to point driver
REMPLI includes a driver for point to point data transfer. This driver is called transparent driver that sends
all data unmodified to its sibling at the other side of the powerline. Within REMPLI field test this driver is
used to transfer telnet and ssh connections which are successfully established over powerline.
Although not limited to this application this driver is suitable to tunnel TCP/IP connects. Communication is
organized very similar to the driver for IEC 60870-5-104: The REMPLI Access Point and Nodes listen to a
configured pair of IP address and port number, which also determines the REMPLI Node Address the
message should be sent to. In case that more than one point to point connection should be provided by the
REMPLI AP, the driver listens to such a pair for each of these possible connections.
Drivers on both sides wait for data from the TCP/IP and forwards the data to the De/Mux. The De/Mux uses
the transport layer to transmit the data over powerline. Closing of the connection is communicated via a
special driver message.
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3 Verification and performance evaluation
This section provides an overview on the PLC performance of the REMPLI system. This is first done by
showing the importance of PLC measurement functionality integrated in the REMPLI system for analyzing
and optimizing the performance and further by presenting some results from the field trials, which is further
described in section 0.

3.1 Application requirements
Application requirements are usually given as payload bit rate, which is measured end to end. It is calculated
from the time when the last bit of a defined data stream has been handed over to the PLC until this last bit
has left the PLC- network for its destination (Figure 22). The payload bit rate BitrateP = n/tn [Bit/s] varies
depending on the current load condition of the network and the error rate within the network and the ratio of
the packet size of the network to the packet size of the application.
PLC- Network
Access
Point

n

1

n

1

Node

tn

Figure 22: Payload transfer time

The following test cases should prove that the desired system behavior and targets have been reached. Test
cases are falling into two application categories, one related to metering and the other one related to SCADA.
In particular interesting is the situation that applications so far rely on switched network technology with
strict quality of service parameters and the tests should evaluate the use of shared packet-oriented
communication of PLC. Determining factors for the overall performance to be verified under different load
conditions are the payload bit rate, the transfer delay and resulting effects on the configuration of PLC
parameters such as polling cycle or packet size.
Both involved distribution companies are expecting from this field test to extend possibilities for real-time
remote data acquisition and control and to implement input/output energy balance features in the selected
area. Main goals are:
a) energy balance and power quality monitoring
b) real-time control on network load
c) dramatic decrease of time for reading metering devices and preparing billing documents without
human input
d) noticeable increase of customer QoS.
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3.2 Field test setup and implementation
This section describes the setup and implementation of the field test in Sofia, Bulgaria and Lisbon, Portugal.
It includes an overview of the field test setup, applications used and results gained. Whereas the field test in
Sofia is more dedicated to metering and SCADA, the test setup in Lisbon sets a focus on domestic add-on
appliances and metering.

3.2.1 Field test Bulgaria
The selected field test area comprises private living complexes in Sofia – h.c. “Drujba 2nd” 2nd part. This area
is connected to the central heating system and has a poor level of electricity consumption and is not
connected to the existing remote data acquisition system and therefore used as test site for “ToplofikaciaSofia” (Toplo) and “Electricity Distribution District Company – Sofia” (EDDC-S) to test the REMPLI
system.
3.2.1.1 System layout and installation
The selected area includes 5 blocks located in “Drujba 2nd”, 2nd part. The total number of installed electrical
metering devices in the selected area is 490 of which 452 are mono-phase and 38 three-phase meters. Main
electricity supply for this complex is provided by the primary substation “Festivalna” and thermo power
plant “Sofia East”.
The selected sites have the electrical meters located at the entrances of the block – 16 to 30 devices at each
entrance, which allowed for more efficient installation and testing since the meters are located at the
entrances and a higher quantity of meters and therefore customers can be included in the test. In total 30
REMPLI Nodes, 4 REMPLI Bridges and 2 REMPLI Access Points have been installed to cover the area in a
redundant way.
The following figure shows the power line network and the metering network of ER Sofia for the automatic
readout of electricity meters including the REMPLI components.

Figure 23: Topology overview of the LV/MV grid in the field trial
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Figure 24: Network configuration Sofia (metering and SCADA)

The transformer stations belong to a ring which ends up on both sides in the primary substation Festivalna
while each end of the ring is connected to a separate Access Point. So even in case the ring is interrupted all
sites are still reachable through the Access Points. The two transformer stations 12-553 and 12-554 host the
bridges to establish communication between the low voltage side and the medium voltage side
Figure 24 shows the distribution of the residential electronic single-phase energy meters EL1D10m47v34
and the three phase electronic multifunctional energy meters with direct connection EMPS D 412R T32. The
electricity meters are arranged in meter cabinets and are connected to the REMPLI Node through a 20mA
current loop. The loop is driven by the node and serves max. 7 meters. Three loops are provided per node,
which sums up to 21 meters per node. Figure 25shows the typical situation within the meter cabinet.
Dependent on the amount of meters there are several nodes in the cabinet. All meters had been prefabricated
on a plate and pre-wired so that the installation time was very short.
The SCADA application deals with the supervision of the power supply network of ER which is composed
of transformer sites and primary substations. SCADA equipment is located at the two transformer stations
12-553 and 12-554. At those stations SCADA equipment of type RTU CE 404 is placed to supervise the
electrical equipment as well as environment on site and to get actual load data from the transformer station.
In addition there is another RTU (CE 410) to supervise and control the substation Festivalna.
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Figure 25: Power line nodes within the meter cabinets

3.2.1.2

Application setup CE 410

The RTU CE 410 (Festivalna) is built up in a modular design having a main controller board SSR5 and
various process interface boards. Other than the CE 404, which is a fixed configuration, it can be used to
build medium and large RTUs. Its block diagram is shown in Figure 26.
According to the network structure the following information point list are implemented

3.2.1.3

•

417 single information points

! 14 ME 32 boards ( 448 digital inputs)

•

74 single commands

! 3 BA 32 boards (96 digital outputs)

•

70 analogue inputs

! 5 AE 16 boards (80 analogue inputs)

Application setup CE 650

The CE 650 comes on a standard Windows PC with MS-Windows XP as operating system. The system is
configured as a single server system with two operating places. Both users on the operating places have the
same functionality and system view. Events are stored in a historical data base. The CE 650 communicates
with the Access Points through a standard IEC 870-5-104 interface, which is performed through the
connection to the Ethernet-LAN. It is used to monitor the status of switches and LV bar coupler and alarm
for transformator temperature, fire detection and door status as well as the current and voltage of the two
transformators in the substation. Alarm- and status- information is presented to the user by means of process
pictures. Figure 27 shows the detailed process view of the transformer station
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Figure 26: Block diagram CE 410

Figure 27: CE650 control panel
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Metering application DEMC

The application is divided in two part, the DEMC (Distant Energy Measuring and Control ) and the
automated data acquisition module. The automated data acquisition module reads and stores all meters in
the database. The communication to the meter follows the IEC 1107 international standard.
The metering application displays load profiles for the three phase meters and in a very simple form for the
single phase meters. The profile data list of the three phase meters usually includes information about power
consumption per integration period. System information (currents, voltages, power factors) may also be
included. The profile data list of the single phase meter is much more simple and includes only information
about power consumption and system information
The DEMC offers modules creatimg, editing and deleting networks with energy meters; for sending
commands to energy meters and for data parsing and display.

Figure 28: Graphical interface of DEMC

3.2.2 Portugal field test
The field test in Portugal comprises the implementation of the REMPLI system at residential customers.
Besides the REMPLI targets EDP intends to offer additional services. The first step focuses on security
services for the supervision of technical equipment, intrusion alarms and respective controls. Additionally,
EDP wants to test the REMPLI system as a possible infrastructure to control electrical appliances inside
residential homes (e.g. disconnection of loads, air conditioning control and the like).
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Figure 29: Configuration of equipment for the Lisbon field test

3.2.2.1

System layout and installation

EdP wants to show at a pilot-test that services can go far beyond the present capabilities of automatic meter
reading and allows to pave the way to act as a service-oriented enterprise towards their customers. In this
sense EdP is looking for a kind of residential gateway, which is installed in each household and provides
services from and to the own organization as well as to other service providers.
At the moment the following requirements for services are in the scope of:
•

automatic meter reading for electricity and gas meters

•

transmission of technical alarms and intrusion alarms

Metering information is gathered directly at the node while alarms and controls are managed by a SCADAunit, which is connected directly to the REMPLI Node. From the REMPLI Node information is transferred
over the low- and medium voltage network to a central site housing metering and SCADA- applications. The
central applications serve for the storage and processing of the respective data and allow forwarding of the
same information either as raw data or already processed data to other service providers for their own data
handling.
Figure 29 shows the entire configuration of the Lisbon infrastructure setup.
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Figure 30: Lisbon PLC layout

In particular information from a electricity meter ZMD 120 AR (IEC 1107), an Elster gas meter, which is
connected via a PAD pulse adapter (Mbus) and the Jablotron alarm inputs, which are connected via the CE
404 Scada Unit are gathered by the node and send through the low voltage network to the transformer
station. There the signal is bridged from the low voltage to the medium voltage side and transferred to the
primary substation SE AEROPORTO.
Figure 30 shows the grid layout in Lisbon: the bridge is built into transformer station 1107D10649, which
communicates over low voltage to the nodes in the households.

Figure 31: Installation of REMPLI components at transformer station

3.2.2.2

Application setup

Considering the application the Lisbon setup include a ZFA-F application for metering a SCADA application
for intrusion alarm.
The ZFA (remote meter reading) application is optimized to display the mass of information stored in the
database in a structured view. The operator may – depending on the job to be done – select the view
appropriate for it. In doing so, a hierarchically articulated tree structure is depicted in the left part of the
application window that may, e.g., consist of device groups in the device group view and the devices
contained therein. In the right part of the application window, the detail area, the selected object can be
edited. The main application window is shown in Figure 32 .

© The REMPLI consortium

53

Deliverable 9.2

REMPLI Final Project Report

NNE5–2001–825

Figure 32: ZFA-F application window

The application frontend for burglary and fire alarms is organized in a flat oriented manner. Figure 33 shows
the process screen which gives a summary of burglary and fire alarms per flat. As soon as a burglary alarm
or fire alarm condition is detected by the Jablotron equipment it will forward this alarm through the CE 404
and the power line system to the application.
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Figure 33: process window of Lisbon alarm application

3.3 PLC performance
3.3.1 REMPLI PLC measurement functionality
The utility company NUON (Netherlands) installed a pilot system in the area of Lelystad (Netherlands) for
communication on medium-voltage lines. There, the existing DLC-1000 technique of
is used. In some
areas there are problems with communication.
During the measurements these critical areas with the integrated measurement functions of the new
powerline chipset DLC-2C of REMPLI were analyzed. The emulation boards with engineering samples of
the analogue ASIC were used and the design of the digital ASIC implemented in a FPGA.
These tests have shown the importance of integrated measurement functionality. Besides, all these
phenomena have already been integrated in the characterization of the powerline communication channel
during the specification of REMPLI. Therefore, the chipset is designed to work even under those conditions.
By means of a point-to-point communication albeit was possible to show the resulting improvement in the
REMPLI system compared to the DLC-1000 system with respect to possible distances and data rates on MVlines.
The signal-to-noise ratio between two strings of the medium-voltage network was measured with the
REMPLI chipset. This is shown in the following figure. At each of the strings a connected DLC-1000 system
was working.
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REMPLI Config - Channel Analysis (from file: SNR_Tx_Zylder_A_direct_Rx_Zylder_D_direct.vis)
27 Oct 2004, 09:37:12

Noise vs. Trans.Function (cut)

REMPLI / DLC-2B Mode

RED - Max GREEN - Average BLUE - Trans.Func.

Magnitude [dBmV]

10

Sampl.Freq. = 2345.891
Intrpl.Fact.= 64.0

5

Start Freq. = 46.210 kHz

0

Increment

-5
-10

= 29.925 kHz

No.of Freq. = 17

-15

Last Freq. = 525.010 kHz

-20
-25

Calibr.Fact.= 7.300

-30

Guard Int. = 5

-35

Final Gain = 31.6509

-40
50

100

150

200

250

300

350

400

450

500

(Ext.Atten. = 23 dB)

Frequency [kHz]
Comments:

Figure 34: SNR of CU string A and CU string D in primary station

For the analyzed frequency range the low-pass characteristic of the inductive unit can be seen. For
frequencies above 100 kHz the capacity inside the inductive unit is dominant. A complete separation of the
strings by means of this inductive unit is not possible.
Furthermore, the analyses show different types of noise and interferers (narrowband interferers, modulated
noise, and asynchronous impulsive noise) and transfer functions with deep notches. This behavior of the
channel had already been expected and investigated and described during the requirements analysis of
REMPLI Thus, the communication system is designed for such channels.
In summary it can be said that the measurement functionality integrated in the REMPLI system allows a
complete analysis of noise, interferers and transfer functions. Therefore, no other measurement equipment
was required for the analyses. Finally, it shall be mentioned that during the complete test no problems with
the measurement functions occurred.

3.3.2 PLC performance in MV field test network
Between the Access Points and the Bridges in the medium-voltage network the signal-to-noise ratio was
measured. The following figure shows for example the signal-to-noise ratio between AP 1 and Bridges
1a/1b.
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REMPLI Config - Channel Analysis (from file: AP1_D_SNR_32_CE.vis)
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Figure 35: SNR Bridge 1a/1b to Access Point 1

The communication between both APs and the Bridge 1a/1b is very good. In one direction the
communication already bypassed the other bridge. Also the communication between the bridges over the
medium-voltage line is very good.
The figure shows that almost for the whole bandwidth an excellent SNR is available and hence the maximum
system speed can be achieved.

3.3.3 PLC performance in LV field test network
The signal-to-noise ratio was also measured for the connection between Bridges and Nodes in the low
voltage network.
Even in this relatively regular environment there are different characteristics of the communication channel.
The transfer function can be flat, have a low- or band-pass characteristic or even have a notch on a single
frequency. Non-linear interferences due to impedance modulation also occur in different scenarios. The
effects of impedance modulation can be eliminated with a coupling unit specialized in one frequency range
(e.g. CENELEC A-Band). For the field trial the coupling unit was configured universally for all frequency
bands.
Furthermore, very strong differences in noise characteristics can be seen. Colored noise in various frequency
ranges, time modulation of noise, impulsive noise or also very strong narrowband disturbers are measured.
For all measured connections a good SNR in the frequency range between 50 and 110 kHz can be seen. Also,
in the test setup direct communication data rates between 30 and 60 kbit/s could be reached with the first
prototype components. By far higher data rates are possible with the up-to-date and now available REMPLI
software and hardware components. This has already been verified by laboratory tests (respective data rates
are given in section 3.5.2).

3.4 System performance
System tests will be performed from the application layer. They comprise the tests of all metering- and
SCADA - functions under different load conditions.

3.5 Test setup
The tests include
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1. meter reading of current values, daily or monthly load profiles and tariffs as well on demand initiated
by the operator (quick response times) as automatically/cyclically (mass meter reading, high
efficiency)
2. SCADA operations for monitoring and control. Monitoring includes spontaneous alarms and status,
threshold violations and automatic measurements of transformer currents. Control operation includes
controls to switches or valves, tariff changes and measurements on demand

3.5.1 Test patterns
For the quantification of performance REMPI defines three typical network situations: Normal load, heavy
load and peak load:
A normal load condition is characterized as follows:
-

sporadic metering requests from operators (10 requests/h)

-

sporadic controls to SCADA (5 controls/h)

-

sporadic alarms from SCADA (20 alarms/h)

-

Cyclical measurement of transformer load (12 values/h)

Under these conditions there should be no major delay for the presentation of requested information.
A heavy load condition is characterized as follows:
-

cyclic meter reading for all meters of either electricity or heating

-

sporadic metering requests from operators in parallel (10 requests/h)

-

sporadic controls to SCADA in parallel (10 controls/h)

-

sporadic alarms from SCADA in parallel (40 alarms/h)

-

Cyclical measurement of transformer load (12 values/h)

Under these conditions there should be no major delays for the operator-initiated actions.
A peak load condition is characterized as follows:
-

cyclic meter reading for all meters of electricity and heating in parallel

-

sporadic metering requests from operators in parallel (20 requests/h)

-

sporadic controls to SCADA in parallel (10 controls/h)

-

sporadic alarms from SCADA in parallel (50 alarms/h)

-

Cyclical measurement of transformer load (12 values/h

Under these conditions there should be only slight delays (max. 15s) for the operator-initiated actions.
For all tests the load will be increased by the following steps to detect performance dependencies between
applications: 1.step: Metering tests from one application at a time 2.step: SCADA tests from one application
at a time 3.step: Metering and SCADA tests at the same time but from one location at a time 4.step: Metering
and SCADA tests from both locations fully parallel.

3.5.2 Data throughput
The data throughput of the REMPLI system primarily depends on the data throughput of the powerline
chipset. This was measured in laboratory and yielded raw data rates of up to 576 kbit/s in the FCC band and
of up to 150 kbit/s in the CENELEC A band.
The data throughput within the REMPLI system was measured with a special test application, because the
REMPLI system provides higher average data rates than the standard applications for meter reading would
use.
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With conservative parameter settings of CENELEC A-3 for powerline communication between REMPLI
Access Points and REMPLI Bridges in the medium-voltage network of the field trial and CENELEC A-4 for
communication between REMPLI Bridges and REMPLI Nodes in the low-voltage network, an average
payload data rate of 1328 bits per second was achieved for communication between Access Points and
Nodes.
When the bridges were replaced by Repeater-Bridges, i.e. one repeater level was used for communication,
and only parameter set CENELEC A-4 was used, an average payload data rate of 2368 bits per second was
achieved for communication between the AP and the Nodes.
For the widest CENELEC band, CENELEC A-1, and a direct connection between a single Access Point and
a single Bridge a raw data rate of 136,9 kbits per second was achieved with a packet size of 178 bytes. The
same settings yielded average payload data rates of 103,8 kbits per second. This data rate could still be
increased clearly by increasing the processor frequency of HyNet32 XS and the maximum raw data rate
could even be exploited fully by deploying more than one master device (synchronised) within the same
frequency range.
During tests in laboratories with more progressive settings in the FCC lowband a data rate of 139,7 kbits per
second was achieved with a packet size of 64 bytes. For larger packet sizes data rates of 250 kbits per second
and even more can be estimated from the test results.

3.5.3 SCADA
SCADA tests have been performed according to the test cases specified in section 3.5.1. All measurements
are end to end (time stamp of the event and log in the application).
During normal, heavy and peak load no major delays have been detected. Also transmission figures are
identical for all three load conditions. Table 7 shows the measures transmission and processing times for
normal operation.
Action

Min [ms]

Max[ms]

Byte

Spontaneous event with time

995

1220

18

General interrogation

1430

1867

83

Measurement value spontaneous

1022

1289

22

Cyclic Measurement (2 values)

1143

1328

48

Control

920

1034

15

Table 7: Transmission and processing times for normal load

3.5.4 Meter reading
One of the goals of the REMPLI installation is the read-out of electrical meters. For the test, the electrical
meters are connected with the REMPLI nodes via EN 62056 interfaces.
For the read-out of an electrical meter, a software running on a PC sends a request to the software component
iec1107-ap-driver on the REMPLI Access Point via TCP/IP. The iec1107-ap-driver forwards this request
over powerline to the REMPLI node that the requested meter is attached to. The software component
iec1107-node driver in the REMPLI node forwards the request via EN 62056-channel to the meter.
If the meter is properly connected and configured, it answers the request. The iec1107-node-driver forwards
the meter response over powerline to the REMPLI Access Point. The iec1107-ap-driver forwards the
response via TCP/IP to the meter reading software on the PC. Expected problems with handshake procedure
did not occur due to the performance of the REMPLI PLC system.
The billing list of each single-phase meter has a size of 266 bytes. And each billing list of a 3-phase meter
has a size of 10355 bytes. In the test, altogether 357989 bytes of 296 billing lists were read out within 17
minutes.
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Thus, it is possible to automatically read out the meters once per day, or even more often, instead of only
once per year in a manual way. In this way it would be easier to detect malfunction and power theft.
When the meter reading was performed block wise, almost no difference is observable between reading the
meters automatically and on manual request. The results vary slightly depending on the current load. For
cyclic meter reading parallel requests drastically increase the overall performance.
The above numbers are means over all meters. Grouping the meters showed that only 100 meters contributed
to the long readout times. The other 200 meters have been read with 6 minutes.
Also the property of the meters to have very long response times and a discrete link setup of every
connection demanded by the application setup negatively influenced the measurement results and forbid the
more efficient usage of the existing high PLC bandwidth.
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4 Outlook
The primary purpose of the REMPLI system is, on the one hand, to allow for an automatic collection of
measurement data, i.e., the output of an energy (electrical energy, heat, gas, water supply, ...) distribution
process, and, on the other hand, to control energy distribution, i.e., to transport inputs into the process.
Therefore, requirements imposed on the REMPLI system are largely defined by the interface devices
(meters, switches, and the like) and applications (metering, SCADA, billing, etc.).
Power-lines as communication media offer advantages since the utilities can use their own network, with
complete coverage, for data exchange. There is no additional investment in cabling and no dependency in
strategic partners like telecommunications service providers.
For the primary applications of remote and automatic meter reading with high time resolution and SCADA
operations on the network, the results of the field test showed in a proof of concept that potential applications
can efficiently communicate via the REMPLI system. Reading all meters every hour is feasible, an even
finer granularity seems reachable, and also control operations of a substation were successfully
demonstrated.
The field test also showed that the paradigm of using a communication network is different between classical
circuit-switched networks such as telephone or GSM and broadcast packet oriented networks such as powerline. The core functionality of applications usually works fine with both types of networks, yet certain
communication protocols are optimized for switched networks (e.g., fast keep-alive pulses). To also allow
for compatibility to such applications and devices, the REMPLI system foresees special facilities in its driver
concept to cope with these peculiarities.
Based on the availability of fine-grained energy consumption data at the end user’s site, REMPLI enables to
control the energy flow and detect leakage more efficiently. This benefit applies to both utilities and
customers, since they gain more detailed information about how energy is consumed.
Future technical aspects are further optimization and coordination between power-line parameters, network
structure, and application design. This engineering step will always be an integral part of installation since
only optimized configuration on all sides will give the maximum performance. To achieve a wide spread
acceptance of this technology results have to be further included in standardization and independent
performance evaluations are required.
Future business cases going beyond automatic meter reading and SCADA are indicated in section 1.1 and
1.2. Examples are advanced billing, control of distributed generation and alternative energies, home
automation, real-time pricing and other smart grid applications.
Overall, REMPLI sets a base for the efficient use of power-line communication in the future.
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Glossary
AC

Alternate Current

ADENE

Agência para a ENErgia (transfer centre for technical information on energy and energyrelated areas, Portugal)

AMR

Automatic Meter Reading

AP

Access Point

APDU

Application Protocol Data Unit

APMD

Access Point Management Driver

ARQ

Automatic Repeat-reQuest

ASIC

Application-specific integrated circuit

BIG

Business Interest Group of REMPLI

BPL

Broadband PLC

CENELEC

European Committee for Electrotechnical Standardization

CHP

combined heat and power plants

CRC

Cyclic Redundancy Check

CRISP

Distributed intelligence in CRitical Infrastructures for Sustainable Power

CSMA

Carrier Sense Multiple Access

CSMA/CD

Carrier Sense Multiple Access with Collision Detection

CSMA/CA

Carrier Sense Multiple Access with Collision Avoidance

DAS

Distributed Automation System

DC

Direct Current

DLC

Distribution Line Carrier

DEMC

Distant Energy Measuring and Control

De/Mux

REMPLI interface layer between transport layer and application drivers

DER

Distributed Energy Resources

DG

Distributed Generation

DISPOWER

Distributed Generation with High Penetration of Renewable Energy

DMT

Discrete Multi Tone

DoS

Denial of Service

DSM

Demand Side Management

DSO

Digital Storage Oscilloscope

DTE

Data Terminal Equipment

EDC-S

Electricity Distribution Company Sofia

EDF

Electricite De France (French energy supplier and utility)
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EDP

Electricidade de Portugal (Portuguese energy supplier and utility)

EMC

Electromagnetic Compatibility

EN

European Norm

FCC

Federal Communications Commission

FEC

Forward Error Correction

FPGA

Field-programmable gate array

FSM

Finite State Machine

GPRS

Generalised Packet Radio Service

GSM

Global System for Mobile Communication

GUI

Graphical User Interface

HDTV

High Definition Television

HFO

Heavy Fuel Oil

HOB

Heat Only Boilers

HTTP

Hyper Text Transfer Protocol

HV

High voltage

ICT

Information and Communication Technology

IEEE

Institute of Electrical and Electronics Engineers

IEC

International Electrotechnical Commission

IED

Intelligent Electronic Devices

IP

Internet Protocol

IPC

Inter Process Communication

ISDN

Integrated Services Digital Network

IT

Information Technology

LAN

Local Area Network

LV

Low Voltage

MAC

Media Access Control

M-Bus

Metering Bus

MCM

Multi-Carrier Modulation

MEER

Ministry of Energy and Energy Resources, Bulgaria

MONSTER

Monitoring, Storage and Execution of REMPLI

MV

Medium Voltage

N/BMD

Node / Bridge Management Driver

OFDM

Orthogonal Frequency-Division Multiplexing

PALAS

Powerline as an Alternative Local Access

PC

Personal Computer

PDA

Personal Data Assistant

PDU

Protocol Data Unit
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PLAN

Power-Line Area Network

PLC

Powerline Communication

PLP

Powerline Protocol

PLST

Powerline Service Telegramm

POTS

Plain Ordinary Telephone System(s)

QoS

Quality of Service

RCI

REMPLI Communication Interface

REMPLI

Real-time Energy Management via Powerlines and Internet

RES

Renewable Energy Sources

RM

Remote Metering

RNT

Portuguese national electricity transport grid

RTU

Remote Terminal Units

SCADA

Supervisory Control And Data Acquisition

SCTM

Serial Coded Tele-Metering protocol (Landis & Gyr)

SELMA

Sicherer Elektronischer
interchange)

SITRED

Integrated System for data Transmission on Electricity Distribution network

SFN

Single Frequency Network

SOAP

Simple Object Access Protocol

SQL

Standardized Query Language

SSH

Secure Shell

SSL

Secure Sockets Layer

TCP/IP

Transmission Control Protocol / Internet Protocol

TDMA

Time division multiple access

TELMARK

Technology Impacts on Load Profiling for Tariff Development and Deregulated
European Electricity MARKets

TETRA

Terrestrial Trunked Radio

TÜV

Technischer Überwachungsverein (technical test laboratory and certification institution in
Germany)

VoIP

Voice over IP

WER

Word Error Rate

WiFi

Wireless Fidelity

WLAN

Wireless LAN

UMTS

Universal Mobile Telecommunications System
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